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 y The number of mobile virtual network 
operators (MVNOs) serving the IoT 
market appears to have increased dra-
matically over the past few years.

 y We attribute the perceived increase 
primarily to four factors: The compel-
ling opportunity for MVNOs in the IoT 
market, loss of interest in the IoT market 
among the large mobile network oper-
ators, the appearance of mobile virtual 
network enablers (MVNEs), and reduced 
barriers to entry.

 y We think the most successful MVNOs 
will be those that move beyond simply 
reselling connectivity to provide unique 
added value to their IoT customers. We 
detail several such strategies being 
pursued by MVNOs and companies in 
adjacent segments. These strategies 
often blur the boundaries of traditional 
value chains.

 y We highlight companies pioneering 
these promising strategies. We also 
highlight key trends and factors to 
watch.

IOT MVNO COUNT HAS INCREASED
The number of mobile virtual network 
operators (MVNOs) serving the IoT market 
appears to have increased dramatically 
over the past few years. At conferences we 

attended over the last 12 months, for ex-
ample, we observed more MVNOs at each 
event, counting those exhibiting and not, 
than we did at any single IoT conference 
we attended in North America over the 
prior decade. In addition, a market survey 
using online searches for IoT data connec-
tivity providers yielded dozens of compa-
nies, many relatively young and new to our 
tracking list. Because of this, we think it is 
timely to review the MVNO space, includ-
ing possible drivers of the increase as well 
as differentiation that increases the proba-
bility of creating long-term value.

WHAT IS AN MVNO?
All IoT solutions require access to a com-
munication network to transmit data cap-
tured by physical devices to the cloud. 
Applications requiring wider transmis-
sion range and greater throughput often 
use cellular. These IoT providers make 
arrangements with third parties for cellu-
lar access and compensate them for the 
quantity of data passing over their net-
works. Arrangements can be made directly 
with mobile network operators (MNOs), 
also known as cellular service providers 
(CSPs) or carriers, who own radio spec-
trum and physical infrastructure essential 
to enable long-range communications, 
such as towers, base stations and core 
networks. These large, household-name 
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carriers, which include AT&T, T-Mobile, and 
Verizon, among many others (see Table 1), 
made significant investments in wireless 
infrastructure to support voice and con-
sumer mobility (smartphone) services, and 
they continue to spend material sums for 
upgrades and maintenance. Alternatively, 
IoT solution providers can source connec-
tivity indirectly through MVNOs. MVNOs 

don’t own spectrum and rarely own infra-
structure. Instead, they negotiate agree-
ments with several different MNOs, which 
give them access to each MNO’s network 
and those of their partners, leasing data 
capacity and establishing wholesale rates 
at which they can purchase data that is 
subsequently resold to solution providers.

MVNOs can be categorized by wheth-
er they own physical infrastructure, the 
software capabilities provided (whether 
proprietary or third-party) and customer 
support offered. The most basic MVNO 
type is a branded reseller that doesn’t own 
infrastructure, offers no value-added ca-
pabilities or support, and just focuses on 
marketing and selling connectivity; carriers 
and other partners provide the things these 
MVNOs lack. The other MVNO types (see 
Table 2) are more interesting and add more 
value, as they made the strategic decision 
to invest in hardware infrastructure and/or 
software to enable some proprietary capa-
bilities, provide dedicated customer service 
and support, or integrate with third parties 
for needed capabilities. The most advanced 

TABLE 1: Major MNOs by continent

North America AsiaEurope

South America AustraliaAfrica

Source: Integra, Mobile Magazine, GlobalData, Statista, econnex, Simetric.

Types of SIM cards

Source: Soracom.
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of these is a full MVNO, which owns in-
frastructure elements, offers the complete 
range of software needed to manage IoT 
connectivity, and provides service and sup-
port. Between these extremes are “service 
provider” MVNOs and “light” or “enhanced 
service provider” MVNOs. Other slightly 
different types include “efficiency” MVNOs, 
which focus on specific and niche markets 
and strip out material cost that gets passed 
on to customers (often under a bundled 
offering), and MVNOs that procure connec-
tivity from other MVNOs instead of MNOs. 
Across these variations, many MVNOs 
establish their own brands, investing ma-
terially in marketing to increase visibility 

and in field sales and support teams to find 
opportunities and facilitate IoT solution 
deployment.

WHY DO THEY EXIST?
It seems like the answer to this question 
should be straightforward and definitive. 
However, our conversations with MVNOs 
and industry participants yielded more 
reasons for the existence of MVNOs than 
we had contemplated – all of them credi-
ble. While we didn’t expect a single reason, 
we found it interesting and surprising that 
there was no consensus around one or two 
primary reasons. Each MVNO seemingly 
had a different opinion, underscoring that 
the space is more complex and nuanced 
than it appears on the surface. Below, we 
highlight a few of the answers provided, 
which in aggregate help explain the exis-
tence of MVNOs.

To meet the IoT market’s need for more 
competitive data pricing and flexible 
plans. Connectivity cost is an acute con-
sideration for IoT companies, particularly 
end-to-end solution providers, due to its 
offsetting impact on higher-gross-mar-
gin products, like application software. 
But most providers don’t have the scale 
(measured by number of connections and 
per-connection bandwidth needs) to garner 
the attention of carriers, let alone success-
fully negotiate directly with them to achieve 

TABLE 2: Types of MVNOs by capabilities and services provided

Source: Onomondo.

MVNO value proposition

Source: Zipit Wireless.
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materially lower or optimal pricing. Pennies 
per connection per month matter, especial-
ly for applications with low average revenue 
per user, or if the solution provider must 
adjust list prices to remain competitive 
against larger peers. MVNOs play a signifi-
cant role in this pricing dynamic and pro-
vide a valuable service by aggregating the 
data needs of their existing and prospec-
tive customer bases. MVNOs purchase 
cellular connectivity to meet this need from 
MNOs, leveraging this greater combined 
scale to procure volume-based discounts. 
MVNOs earn a markup but pass most of 
the savings on to IoT companies, giving 
them access to much lower pricing than 
they could secure on their own. In addition, 
by buying in bulk and pooling data, MVNOs 
can create highly tailored and flexible 
pricing plans that are well aligned with IoT 
companies’ specific use cases, lower data 
needs, and underlying business models 
that support solution providers’ viability. 

To address IoT’s greater support needs 
and fill gaps created by carrier disinterest. 
Developing and maintaining an IoT solution 
is challenging, requiring expertise across 
multiple disciplines. Companies embarking 
on this journey invariably run into trouble, 
even if using off-the-shelf hardware and 
software components and modules. For 
support, such as consulting on solution 
design or troubleshooting issues, most turn 

to their vendors, typically connectivity pro-
viders (at least initially). This is unsurprising 
considering connectivity is core to every 
solution and given connectivity provid-
ers’ visibility, professional networks, and 
perceived IoT expertise. However, MNOs 
generally have little interest in being the 
destination for IoT support. The IoT market 
is more variable and less straightforward 
than the consumer handset market, so 
IoT support requires more time, effort and 
money. MNOs find it difficult to justify 
allocating finite resources to accounts that 
generate little revenue per connection and 
have relatively few connections.

For this reason, MNOs do not prioritize IoT 
support tickets and requests unless they 
are from large accounts or prospects. This 
has led to a persistent gap in the market for 
support, which created the opportunity for 
MVNO founders to inhabit the same po-
sition as MNOs: By reselling connectivity, 
they would become the default destination 
for support requests. Since their focus is 
solely IoT (no need to prioritize consum-
er data), MVNOs have been able to offer 
superior support and further attract pros-
pects. They employ IoT knowledge experts 
and specialists to help companies launch 
and maintain solutions. MNOs can mone-
tize their networks through MVNOs while 
offloading IoT support needs, so MNOs 
view dedicated IoT MVNOs positively and 
even send opportunities their way.

To provide global coverage at lower cost 
with greater performance. Many IoT solu-
tion providers and original equipment 
manufacturers (OEMs) operate interna-
tionally or aspire to deploy devices in 
multiple countries. But procuring reliable, 
secure and continuous connectivity at 
competitive rates wherever devices are 
to be permanently located is challenging 
without MVNOs. Despite MNOs’ negotiat-
ed roaming agreements and relationships 
with carriers in most countries, turning 
to domestic MNOs is not a viable option. 
Roaming (when a device with a domestic 
MNO SIM is in a foreign country running 
on a local carrier network) is very expen-
sive, as it is only meant to be temporary. 
Even for companies willing to bear this 
cost, permanent roaming is not allowed in 
many countries. Devices can be kicked off 

MVNO value proposition

Source: Zipit Wireless.
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the network after a short period of time, 
and some countries, such as Brazil, Turkey, 
China and Saudi Arabia, do not even allow 
roaming (see Table 3). In addition, roaming 
suffers performance issues (affecting laten-
cy and throughput) due to the longer paths 
data must traverse by default (involving 
the domestic country/network, not just the 
foreign country/network). 

While IoT solution providers and OEMs 
could negotiate agreements directly with 
carriers in desired countries, integrate with 
their networks and thereby avoiding roam-
ing challenges, it would be time consuming 
and expensive. In contrast, by leveraging 
MVNOs, IoT solution providers and OEMs 
can avoid the bulk of these challenges. 
MVNOs essentially establish global net-
works, patching together countries and 
their MNOs by negotiating with and inte-
grating their networks so MVNOs’ cus-
tomers don’t have to. As a result, MVNO 
customers see competitive local rates 
delivered under a single bill and better per-
formance than they could get otherwise, as 
data traffic remains in-country.

Other reasons. Some of the other reasons 
for the existence of MVNOs mentioned in 
our conversations included:

 y To help customers avoid getting locked 
into multi-year contracts with specific 
MNOs,

 y to target market segments and niches 
not coveted or monetized by carriers,

 y to provide specialized tools for IoT solu-
tion development and deployment not 
offered by MNOs, and

 y to offer systems and platforms built and 
optimized for IoT that are separate and 
distinct from those used by MNOs to 
support consumer handsets.

MANY PLAYERS ALREADY IN THE MVNO 
MARKET
By our count, there are 150 to 200 IoT-
centric MVNOs active worldwide selling 
cellular connectivity to companies leverag-
ing connected devices, including solution 
providers and OEMs. This count is consis-
tent with the comments from several lead-
ing MVNOs we surveyed and estimates 
we have seen from other researchers. For 
many of the players we identified, con-
nectivity resale is their primary business. 

TABLE 3: Major countries where permanent roaming is restricted

Permanent roaming banned

Local MNOs restrict permanent roaming

Singapore

China

Brazil

India
Egypt

Nigeria
Saudi Arabia

Turkey

UAE

Australia

Canada

United States

Source: Counterpoint Research Analysis.
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We also counted companies that primarily 
focus on a different part of the IoT solution 
stack (such as hardware) but also resell 
connectivity. Some of these companies 
have built sizeable businesses in resale 
connectivity despite its secondary status 
in their business models. We highlight the 
MVNOs we identified in Table 4.

Despite the large number of MVNOs, only 
a fraction of them truly matter in terms of 
scale and influence. The bulk of IoT MVNO 
subscribers and connectivity revenue is at 
roughly 20-25 MVNOs, many of which are 
long established and well known. These 
MVNOs typically have some combination of 
physical infrastructure, proprietary capa-
bilities, technical expertise, go-to-market 
savvy, and resources that enabled their 
success. This group has remained consis-
tent over the last several years. Outside of 

these 20-25 companies, MVNOs tend to be 
small: either branded reseller MVNOs or 
MVNOs with modest capabilities. Much of 
the growth of MVNOs appears to be in the 
branded reseller category.

WHY HAS THE NUMBER OF MVNOs INCREASED?
We heard several plausible explanations 
from existing MVNOs and other industry 
participants for the apparent increase in 
the number of MVNOs active in the market. 
We attribute the perceived increase pri-
marily to four of these explanations, and 
we expect these four factors to continue to 
attract new MVNO entrants:

IoT opportunity remains compelling. Data 
service providers have long been drawn 
to the IoT market by the sheer number of 

TABLE 4: The more visible MVNOs

MAIN PLAYERS

OTHER PLAYERS

Source: Industry and company reports, First Analysis.
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assets worldwide that can be connect-
ed to a wireless network using dedicated 
devices and sensors and monetized on an 
ongoing basis. It has been suggested that 
the devices required to address the entire 
market represent between 50 billion and 
250 billion individual data connections. This 
includes various connectivity types, includ-
ing those that have a recurring cost (such 
as cellular and satellite) and those that do 
not (such as Wi-Fi, Bluetooth, and Zigbee). 
The market is currently at about 20 bil-
lion connections, with cellular accounting 
for about 20% (see Table 5). We think the 
newer MVNOs recognized that the number 
of potential connections still far exceeds 
actual connections and were attracted to 
the market by the high probability of pure 
connection growth remaining strong for 
many years to come. We also think newer 
vendors have chosen to resell cellular 
because cellular networks are ubiquitous, 
validated and likely to be maintained given 
the significant investment in building them 
and their large consumer customer bases. 

MNO pullback: After living through the 
hype, many are losing interest in typical 
opportunities. We have been hearing more 
regularly from our contacts that several 
MNOs are less bullish on IoT relative to 
years past and have been losing interest in 
the market. Besides reducing efforts and 
resources allocated to IoT initiatives, some 

are passing IoT opportunities to MVNO 
partners to handle, while a few are also 
considering ceding some IoT customers 
and subscribers to MVNOs. This is largely 
happening around small opportunities, as 
measured by connected and connectable 
assets and devices. The shift can be at-
tributed to the modest revenue small deals 
bring carriers relative to sales and ongoing 

support costs, 
given small 
deals have low 
average reve-
nue per device 
and low device 
counts.

By sharing these deals with MVNOs, MNOs 
not only avoid associated operating costs, 
but they are still able to monetize the con-
nections by selling connectivity to MNVOs 
on a wholesale basis. Further, MNOs’ sales 
and technology skill sets for their core 
consumer handset and data business are 
not well aligned with the skill sets required 
to target IoT. We think prospective MVNOs 
are becoming increasingly aware of this 
dynamic and are attracted to the opportu-
nity to capture these smaller opportunities, 
which represent a substantial portion of 
the market in aggregate and are less likely 
to be contested by MNOs going forward. 
Only 10-20% of IoT subscribers are held by 

TABLE 5: Global IoT market forecast by connectivity type (2019-2030)

Source: IoT Analytics Research 2023.

CAGR: Compound annual growth rate. LPWA: Low power wide area. A: Actual. F: Forecast.

“IoT is becoming a 
purely wholesale 
opportunity for MNOs”
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MVNOs, but this percentage should gradu-
ally increase over time, especially if oppor-
tunities are passed to them.

Appearance and visibility of mobile virtu-
al network enablers. Several companies 
in IoT cellular connectivity enable others 
to launch and operate MVNO businesses 
easily and cost effectively. These compa-
nies, aptly named mobile virtual network 
enablers (MVNEs), typically own some 
physical network infrastructure, such as 
a core network, and proprietary software 
systems, including business and opera-
tions support systems for billing, admin-
istration, connectivity management and 
other functions. Often, they have direct 
integrations into MNOs. MVNEs expose 
these assets and make them available on 
an outsourced-service or white-label basis 
to companies seeking to be MVNOs. With 
MVNEs, new MVNOs avoid the upfront 
costs and time required to integrate with 
carrier networks, develop proprietary soft-
ware systems, and integrate with third-par-
ty point solutions. They rely on MVNEs’ 
internally built or integrated systems so the 
MVNO can simply focus on marketing and 
support. MVNOs also benefit from MVNEs’ 
scale and proven reliability compared to 
what MVNOs can achieve on their own.

Some MVNEs are also mobile virtual net-
work aggregators (MVNAs), which pur-
chase cellular connectivity on a wholesale 
basis from multiple MNOs and resell it to 
branded reseller MVNOs. While MVNAs 

add a layer to the value chain, MVNOs can 
still benefit from the lower pricing MVNAs 
secure with their greater scale.

Despite the number of MVNEs being small 
due to the high cost to build and maintain 
such platforms and services, MVNEs have 
become increasingly more visible in IoT 
and more widely used as they are power-
ing more branded MVNOs than one would 
expect. MVNEs should continue to foster 
new MVNO entrants due to the cost, time 
and functionality advantages they provide.

Lower entry barriers. In addition to 
MVNEs, which provide the bulk of what 
companies need to launch and run an 
MVNO, several point-solution companies 
have appeared to support prospective and 
existing MVNOs. Companies not wanting to 
leverage an MVNE’s full suite of capabilities 
can adopt needed components, including 
connectivity and device management and 
billing, on an ad hoc basis from dedicated 
third parties. While not as aggressive as 
MVNEs in lowering entry barriers, point 
solutions still materially reduce the cost 
and time required relative to internal de-
velopment and maintenance, helping to 
foster market entry. The benefit of a point 
solution is often best-of-breed functionality, 
typically with more frequent updates than 
in comprehensive suites. We expect more 
point solutions to emerge, giving MVNOs 
more options and access to the capabilities 
they need, and we expect increasing com-

MVNO value proposition: Abstracting telecom complexities for global enterprises

Source: FloLIVE.
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petition among point solutions to reduce 
pricing and further reduce MVNO entry 
barriers. 

Another factor lowering entry barriers is to-
day’s greater ease of building platforms and 
integrations. Some companies approach 
connectivity with a desire to be more than 
a branded reseller and set out to develop 
core capabilities, such as core networks 
and connectivity management platforms, 
and integrate with carriers, thereby offering 
more value to users. Traditionally, building 
platforms and integrations has been time 
consuming and expensive, representing a 
barrier for prospective entrants. However, 
we have been hearing that the software 
stack for doing both has gotten simpler, 
lowering the entry barrier relative to the 
recent past. We expect to see a steady 

stream of more advanced MVNO entrants 
that take advantage of evolving toolsets to 
enter the market with owned and propri-
etary capabilities (albeit fewer than brand-
ed reseller MVNO entrants).

MVNOs THAT MOVE BEYOND BASIC 
CONNECTIVITY WILL BE MOST SUCCESSFUL
While MVNOs provide valuable services for 
the IoT industry, it is important to remem-
ber their main product – cellular network 
connectivity – is largely undifferentiated 
between sellers, making it essentially a 
commodity. As MVNOs have competed 
against each other to win business, trading 
margin and profitability for market share 
gains, pricing per byte has trended down-

TABLE 6: Components of the IoT value chain it makes sense for MVNOs to offer
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Notes: AI: Artificial intelligence. SaaS: Software as a service. PaaS: Platform as a service. H/W: Hardware. 
S/W: Software.
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ward for years, manifesting in lower pric-
ing (or bigger byte buckets for the same 
cost). Given the apparent increase in the 
number of MVNOs, particularly brand-
ed resellers, we think pricing pressure 
will continue, as most newcomers do not 
have other ways to attract business. Most 
MVNOs already highlight number of carrier 
networks, number of countries supported, 
and network performance. Given the lack 
of differentiation, we think most MVNOs 
will not fare well over time, as the ever-low-
er pricing will affect revenue growth and 
gross margin, ultimately pressuring many to 
exit the business. We think the most suc-
cessful MVNOs, in contrast, will be those 
that adjust their approach and purposely 
become more than data resellers.

Many established MVNOs have already 
taken steps to move beyond connectivity, 
investing in various parts of the value chain 
(see Table 6), such as software that aug-
ments and complements their core busi-
nesses, and building more knowledgeable 
professional service and support teams. 
In areas where they lack expertise or the 
efforts are too great to undertake, MVNOs 
increasingly look to partner with point 
solution providers. We expect these activ-
ities to continue, as MVNOs have realized 
that building IoT solutions from scratch and 
managing and maintaining them is com-
plex and challenging for most companies. 
It requires expertise in multiple distinct 
disciplines and is expensive. By offering 
one or more pieces of the value chain, 
wrapped around connectivity, MVNOs can 
reduce the burden on solution providers. 
This makes a lot of sense, particularly since 
connectivity is the point of commonality 
in all IoT solutions, one that MVNOs are 
wise to exploit as the center of gravity to 
attract customers. We think customers will 
be steadily drawn to MVNOs and willing to 
pay for the clear value of their added ca-
pabilities and services. Some of the newer 
MVNOs will likely follow this approach, as 
they see peers having success applying it. 

That said, not all offerings that can be 
wrapped around connectivity are equal. 
Some are more difficult than others for 
MVNOs to deliver to solution providers and 
OEMs, and some provide more value to 
customers. Below, we briefly look at some 
software, service and other offerings pro-
vided by MVNOs and point solution pro-
viders in the market. We describe each of 
these, characterize their rarity and diffi-
culty, discuss how sustainable their differ-
entiation is, and assess the likelihood for 
them to become widespread. Obviously, the 
benefits of offering multiple capabilities and 
services together, whether proprietary or in 
partnership, are additive in value – increas-
ing MVNOs’ probability of success. We 
also review other paths to differentiation. 
We think these offerings, when used by 
MVNOs in the right combinations, will res-
onate with customers and provide growth 
tailwinds, which should benefit point solu-
tion providers as well.

Software
Connectivity management software is a 
collection of centralized functions used by 
service providers, including MVNOs and 
their reseller partners, to manage opera-
tions and support customers remotely. It 
is typically architected and delivered as 
a platform. Through the platform, MVNOs 
can establish customer accounts, create 
pricing plans and products, assign cus-
tomers to them, and use integrations with 
MNOs or partners to activate, deactivate 
and suspend SIMs as needed. Activation is 
critical and involves provisioning SIM cards 
– assigning designated wireless carriers’ 
profiles to subscriber identity modules 
(SIMs) and confirming SIMs are registered 
in appropriate databases so devices attach 
to the right networks and carriers. 

The platform also enables MVNOs to track 
SIMs by location (making all connections 
visible across networks and deployments), 
monitor usage (looking for excess or irreg-
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ular usage), create and manage automation 
rules for alerts and notifications and work-
flows for suspending and deactivating SIMs 
under specific scenarios and for changing 
plans, detecting and troubleshooting prob-
lems, and viewing performance metrics and 
reports.

Most MVNOs have exposed connectivity 
management functions to their customers 
– IoT solution providers and OEMs. This is 
aimed at fostering self-service, where cus-
tomers can order SIMs, change plans, and 
create and set their own automation rules.

Connectivity management capabilities can 
be quite sophisticated in terms of visibil-
ity and control, extending well beyond 
the basic functions mentioned above. For 
example, we have encountered platforms 
that can leverage core network functions 
to automatically switch devices/SIMs from 
one supported network or carrier to anoth-
er in case of network failure or disruption 
and if switching would improve perfor-
mance (provide greater availability or better 
throughput). Related to this example, we 
see MVNO platforms now also support-
ing embedded SIMs (eSIMs). An eSIM is 

a single SKU permanently mounted to a 
device’s circuitry. It is pre-integrated with 
the networks and carriers and contains the 
profiles supported by the MVNO. MVNO 
platforms supporting eSIMs can provision 
them, change network profiles remotely, 
and set rules that cause them to change 
carriers automatically in case of service 
disruption and depending on performance 
levels and rates.

In another example, connectivity manage-
ment platforms can enable observability 
and orchestration through integrations 
with multiple MNO and MVNO platforms. 
With this more unified view of customers’ 
subscribers across disparate platforms, 
platform providers can continually analyze 
usage, pricing plans, and performance 
holistically, making adjustments as needed 
using automation rules to reduce or opti-
mize costs.

Not long ago, basic connectivity man-
agement software capabilities were scant 
or rudimentary across the industry, but 
they’ve since become table stakes and 
widespread – most established MVNOs 
have some proprietary capabilities. Even 

Wireless Logic SIMPro connectivity management platform

Source: Wireless Logic.
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branded resellers have platforms, often le-
veraging MVNE platforms. More advanced 
capabilities are less common, suggesting 
an opportunity for MVNOs to differentiate 
themselves from peers by investing in this 
area. However, we think sustainable differ-
entiation around most advanced functional-
ity will be limited, as the capabilities provid-
ing significant utility are likely to become 
industry standards. For example, we fully 
expect network switching capabilities to 
become widespread, especially around 
eSIMs as they become the main vehicle for 

connectivity delivery in the next few years 
and given these capabilities will become 
critical for MVNOs to remain competitive.

But, more importantly, a handful of 
third-party platform providers are po-
sitioned to offer an expanding roster of 
advanced capabilities broadly to the MVNO 
space. It is cheaper for MVNOs to use 
third parties than to invest to build and 
maintain such capabilities while gaining 
best-of-breed functionality. For this reason, 
we think third parties will be successful 
in enabling more advanced connectivity 
management, particularly since we don’t 
believe the industry needs many of them to 
support it.  

Billing is a key component of business 
support systems (BSS), a broad category 
of software-defined processes telecommu-
nication service providers use to automate 
customer-facing operations. The software 
generates monthly invoices for each ac-
count, applying contracted rate plans to the 
data used per connection. It is a tremen-
dously complex process, especially at scale 
and particularly since accounts often mix 
rate plans and add-on services that must 
be correctly applied to each active connec-
tion and then aggregated into a single bill. 

Notable connectivity management platforms

Source: First Analysis.

MVNO billing step by step

Source: Tridens Technology.
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This complexity is magnified for telecom-
munication companies, including MVNOs, 
providing data connections across multiple 
carriers and geographies, as their billing 
systems need to correctly apply appropri-
ate taxes, tariffs and other items. To provide 
billing, companies need to be integrated 
with MNOs’ networks and software infra-
structure to access information on active 
connections, data usage and custom-
er-specific information.

It’s rare for MVNOs to use proprietary 
billing software and likely to remain so; 
most use third-party billing software. This 
is unsurprising, considering the vast ma-
jority of MNOs themselves, which typically 
have far more resources than MVNOs, have 
outsourced their billing needs to dedicated 
providers because billing is complex and 
the systems are expensive. We have only 

run across a handful of MVNOs with pro-
prietary billing software. A few, while using 
this software for their own customers, have 
differentiated themselves by making it 
available as a service to other MVNOs. In 
any case, they software can provide visibil-
ity into bills on various parameters, enable 
end-user accounts to track subscription 
services beyond connectivity on the same 
invoice, and can support new pricing or 
business models as they emerge.

While we think creating proprietary billing 
software offers the potential for MVNOs to 
differentiate their offerings, we don’t expect 
many more existing or new MVNOs to 
develop proprietary billing software due to 
its cost and complexity. We believe the in-
dustry only needs a small number of billing 
software providers to adequately support it.

Greenville, South Carolina-based Zipit 
Wireless differentiates itself from other cel-
lular resellers with its proprietary platform 
software, which features robust SIM man-
agement, billing and reporting capabilities. 
In terms of connectivity, it offers global cov-
erage enabled by direct relationships and 
integrations with large carriers. This gives 
Zipit access to hundreds of regional oper-
ators. IoT solution providers and OEMs can 
leverage a single global (multicarrier) SIM 
in their devices to connect to networks and 
roam across carriers or use a dedicated 
SIM in each region or geography, choosing 
the best carrier. To meet the needs of differ-
ent IoT applications, Zipit supports multiple 
network types (including 4G LTE, LTE-M, 
NB-IoT, 5G) and optimizes rate plans for IoT 
business models. Through Zipit’s platform, 
customers can select and manage their 
connections, including provisioning and 
activating SIMs, and change data plans 
and carriers to optimize performance and 
business profitability.

By pulling data directly from carriers via 
application programming interfaces (APIs), 
the platform provides visibility into the vari-

A sampling of billing platforms enabling MVNOs

Source: First Analysis.

Source: Zipit Wireless.
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ous attributes and metrics needed to guide 
these changes, such as number of devices 
active and idle by network type and car-
rier and data consumed per device and 
across deployments. Zipit’s subscription 
billing solution processes this information, 
enabling solution providers and OEMs to 
automatically invoice their end customers 
for recurring data service, whether under 
fixed-fee, flat-fee or usage-based plans 
and taking into account any promotions, 
discounts and refunds. The configurable 
invoicing process can generate month-
ly, annual, seasonal or custom invoices. 
Notably, the platform allows customers to 
invoice their end users for connectivity and 
application and other subscription services, 
including add-on modules, in a single bill. 
Zipit calculates, collects and files taxes 
according to applicable laws and regula-
tions. By enabling customers to associate 
their offerings with connections’ activation 
status and usage, Zipit makes invoicing 
more reliable and makes it easier for its 
customers to manage their businesses.

Zipit made its billing software available 
as a standalone service to address the 
unmet need it saw for billing software in 
the market. It has already garnered trac-
tion with several enterprises and even 
rival MVNOs, evidencing the strength of 
its solution. In addition, Zipit enables IoT 
solution providers and OEMs to expose the 
platform’s capabilities to end users, giving 
end users access to self-service tools for 
selecting and managing subscription ser-
vices. Notable customers include Bushnell, 
Hunter Industries, Multi-Tech, Samsung, 
BrightSign, Thermo-Fisher and Cubic. 

Device management software enables 
companies offering hardware standalone 
or as part of a complete solution to access 
and manage their connected devices over 
a network. It provides tools to identify, cat-
alog, provision, configure, troubleshoot and 
update devices remotely over the air (OTA). 
Device management software is table 
stakes, because manually touching, con-
figuring and updating devices in the field 
becomes impractical and prohibitively ex-

A device management dashboard

Source: EdgeIQ.
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pensive as device counts and geographic 
dispersion increases. Historically, this soft-
ware was developed internally by hardware 
companies as an extension of firmware 
and also hardcoded into a cloud back-end 
or even the application layer. About four 
years ago, third-party device management 
software providers began to emerge as 
discussed in our June 2022 IoT Quarterly 
Insights report, Rapid growth ahead for 
dedicated third-party device management 
providers.

Using third-party device management 
software works because base device 
management functionality required across 
hardware vendors is standard, and hard-
ware providers are increasingly receptive 
to outsourcing because it costs less than 
building and maintaining internal device 
management platforms. In addition, it 
allows organizations to shift resources to 
more strategic and differentiating capabili-
ties. Further, third-party software can pro-
vide best-of-breed functionality from more 
frequent updates. Some dedicated device 
management platforms go further than 
base configuration and OTA functionality 
by offering advanced features such as well-
ness monitoring (assessing unit health and 
identifying units needing service before 
material issues arise), access control and 
hierarchies (defining employee roles and 

permissions), security scanning (for mali-
cious firmware and vulnerabilities), analyt-
ics, auditing and reporting, and mixed-fleet 
management.

It’s uncommon for MVNOs to internally 
develop and own basic device manage-
ment software and even less common for 
them to develop more advanced software. 
Several MVNOs indicate on their websites 
they offer device management software, 
but often the functionality they describe 
– specifically, activating and deactivating 
devices, diagnosing network issues, and 
viewing signal strength – is more related 
to connectivity or SIMs than device man-
agement. Given the apparent scarcity of 
device management offerings from MVNOs, 
device management software’s clear value, 
and the fact it complements connectivity 
management, we think there is a material 
opportunity for MVNOs to differentiate by 
adding device management capabilities.

That said, developing and maintaining 
software that is device agnostic (able to 
accommodate various hardware types and 
nuances and running on either the edge or 
cloud) is complex and not well aligned with 
most MVNOs’ skillsets. Mixed device bases 
are an acute challenge for MVNOs, which 
enable many different solution provid-
ers using distinct hardware with different 

Device wellness monitoring: Alerts categorized by importance

Source: Cumulocity IoT by Software AG.

https://www.firstanalysis.com/Integrative-research/Internet-of-Things-Jun-2022
https://www.firstanalysis.com/Integrative-research/Internet-of-Things-Jun-2022
https://www.firstanalysis.com/Integrative-research/Internet-of-Things-Jun-2022
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software stacks. Without a device-agnos-
tic solution, each would require integra-
tion and likely some custom development. 
Some MVNOs will be able to build their 
own device management layers, thereby 
achieving sustainable differentiation with 
unique-to-advanced device visibility and 
feature sets. Most, however, will need to 
partner with point solutions providers, pro-
viding point solution providers’ offerings on 
a branded or white-label basis. Both propri-
etary and third-party models can be suc-
cessful, although the economics and value 
obviously differ. Only a handful of MVNOs 
appear to be using third-party device man-
agement capabilities today, but this number 
is likely to rise. 

EdgeIQ, a First Analysis venture capital 
portfolio company based in Boston and 
formerly known as MachineShop, is a soft-

ware company that evolved from broader 
IoT application enablement to a hyperfocus 
on workflows associated with device life 
cycle management. EdgeIQ was among 
the first to coin the term “DeviceOps,” a 
nod to the broader automation, integration 
and orchestration needs of businesses 
that make, deploy and support connected 
products and networking equipment. Its 
platform, called Symphony, includes work-
flows and life cycle (state) and fleet man-
agement functions, such as provisioning, 
command and configuration, monitoring, 
alerting, diagnostics, remediation, and soft-
ware updates. It also provides a rich, flex-
ible multi-tier user and account hierarchy 
capability.

Relative to peers, EdgeIQ Symphony dif-
ferentiates itself by being workflow-centric, 
API-first and cloud agnostic. The platform 
is also operating system and network ag-
nostic and offers both agentless and agent-
based approaches for different deployment 
models. This flexibility allows EdgeIQ to 
connect with and manage devices that may 
have their own cloud-native platforms and 
APIs. This approach has key advantages, 
particularly in terms of deployment veloc-
ity, administration and security, that have 
helped EdgeIQ capture marquee enterprise 
accounts. EdgeIQ recently began integrat-
ing its DeviceOps capabilities into MVNO 
and MNO connectivity management plat-
forms. These relationships will expand the 
value of offerings from both segments by 
further simplifying device and connectivity 
management workflows into single, orches-
trated workstreams in conjunction with 
customer relationship management, enter-
prise resource planning, customer success 
management, and customer-specific opera-
tional platforms.

EdgeIQ addresses the market horizon-
tally with traction in building automation 
systems, physical security, supply chain, 
networking, retail, and industrial automa-
tion applications. Notable customers in-
clude Johnson Controls, Carrier, and Digi 
International. The EdgeIQ offering is a SaaS 
business model. There is a base annual 
subscription that scales based on device 
volume. EdgeIQ Symphony now also in-
cludes premium modules for advanced 
orchestration and observability features.

Device management software via MVNOs

Source: First Analysis.

Device management software via point solution providers
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Observability systems bring siloed data 
into a single, unified view to enable great-
er operational visibility and efficiency and 
unlock unique insights to better manage 
and optimize businesses and offer service 
innovation. They involve software – a plat-
form or middleware – that can be integrat-
ed with various data sources, using either 
pre-built connectors or custom develop-
ment. This software automates collecting 
structured and unstructured data from 
disparate sources and normalizes it before 
combining it, analyzing it, and present-
ing output in a user interface. Technology 
vendors can use observability systems to 
improve internal operations or expose them 
to their end customers as an outsourced 
service, driving incremental value and 
stickiness.

In IoT, these systems can integrate many 
different sources and categories of data, in-
cluding horizontal platforms, vertical appli-
cations and tools, and enterprise systems, 
whether they are in the same category 
(similar offerings from different vendors) 
or from different categories. For example, 
solution providers often have subscribers 
spread across several competitive net-
works. By bringing connection data from 
multiple cellular MVNO and MNO vendor 
platforms together in a single view, solution 
providers can improve decision making and 
management with centralized visibility. For 
the same reason, it also makes sense to 
tie cellular and satellite connectivity man-
agement platforms together. In another 
example, integrating across categories – 

horizontal connectivity and device manage-
ment platforms, where data is complemen-
tary – helps in understanding performance 
and troubleshooting issues.

Orchestration software is closely linked 
to observability. It initiates actions such 
as basic alerts and notifications and more 
advanced workflows and processes in 
response to data or events. The data used 
to trigger these actions comes from across 
interconnected systems and solutions, 
brought together for greater observability 
as discussed above, and can be either raw 
or processed data. The triggers, or automa-
tion rules, are created and managed within 
the orchestration software layer.

Notably, the orchestration software lever-
ages the same integrations that facilitate 
observability when initiating workflows. 
These integrations give orchestration soft-
ware access to and use of existing work-
flows and the ability to coordinate or stitch 
together processes across multiple sys-
tems to create altogether new workflows 
and more complete, end-to-end processes 
that were not possible when systems were 
separated.

Orchestration is used to react to events, 
remediating problems and issues, but it is 
also being used to prevent problems using 
data insights to enable predictive and pro-
active responses. The goal of orchestration 
is to automate manual processes, saving 
time and costs, while generating other 
business efficiencies.

Observability and orchestration, used 
either separately or in combination, have 
the potential to be transformative. For this 
reason, we believe companies that enable 
and use these capabilities have a higher 
probability of long-term success than peers 
who don’t. Several MVNOs and supporting 
software vendors have platforms already 
being used in some capacity for observ-
ability and orchestration. Others have 
platforms that are strong enough to enable 
these capabilities in the future.

The value and sustainability of this ap-
proach is largely a function of integrations 
between platforms and third-party systems, 

Vendors with observability and orchestration capabilities

Source: First Analysis.
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solutions, applications and data sources – 
the number, combinations, and especially 
the attributes of integrations that provide 
unique visibility and/or control. Some 
integrations are obviously more valuable 
than others, and multiple integrations can 
provide greater value to customers and end 
users alike than the sum of the individual 
benefits derived from each system or data 
set integrated.

The number of integrations used by most 
players tends to be small, suggesting ob-
servability and orchestration in IoT connec-
tivity is an early or emerging development. 
We believe most existing platforms are just 
scratching the surface relative to specif-
ic integrations needed. This underscores 
the challenge of this approach, despite its 
material potential: Each integration takes 
significant time and effort.

From our conversations with several ven-
dors, it was apparent that prospective 
integration partners are hesitant to share 
their systems data and access to control 
workflows and processes due to security 
risks. In addition, ambiguity regarding how 
these integrations will be monetized and 
how and whether the associated econom-
ics will be shared can impede discussions 
and agreements. Prospective partners also 
have competing priorities, which further 
causes delays. Sometimes, large MVNO 
customers and prospective partners have 
been able to move things forward based 
on their ownership of the data in question 
and their leverage. But large customers 
also often have competing priorities that 
hinder progress. Despite the challenges, 
we think companies that persevere and 
steadily build their integrations with rele-
vant partners to support new data insights 
and process controls will foster sustainable 
differentiation and stand out among peers.

A connectivity management platform

Source: Simetric.
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Simetric, based in Alpharetta, Georgia, 
offers a hybrid connectivity management 
platform that aggregates customers’ IoT 
connections across cellular networks into 
a single interface for better visibility and 
more efficient control. It is primarily meant 
for enterprise solution providers with 
multiple acquired or independently run 
offerings supported by a variety of network 
operators or connectivity resellers. The 
core platform is enabled through integra-
tions with several large operators, including 
AT&T, T-Mobile, Verizon and Vodafone, and 
client systems, which give Simetric access 
to granular data on each device connect-
ed and the functions needed to execute 
changes. Importantly, Simetric’s software 
normalizes many of the variations that exist 
between carrier platforms, resolving the in-
herent lack of standardization, so visualized 
data is uniform and functions are cohesive 
to users.

The platform’s capabilities are compre-
hensive and robust. Customers can use its 
reporting tools to review historical infor-
mation across carriers on data usage, SIM 
status, connection cost, and other metrics. 
Its proprietary analytics and customiz-
able query tools can reveal trends and 

anomalies in real time. This visibility en-
ables customers to identify opportunities 
for immediate attention and optimization. 
The platform can make adjustments, such 
as deactivating and suspending SIMs or 
changing (cycling) rate plans, manual-
ly using Simetric’s intuitive workflows or 
automatically based on business rules that 
trigger specific processes for individual 
and bulk SIMs at one or more carriers – all 
without customers or departments having 
to know the identities of the underlying 
carriers. Simetric also has interesting hier-
archy capabilities that enable customers to 
provide partners access to Simetric, further 
improving service and operational efficien-
cy. Simetric’s visibility into connectivity 
data is so strong that Simetric data is being 
used by third parties for billing end custom-
ers and by MNOs themselves to manage 
internal processes.

The monthly fee Simetric charges is based 
on number of SIMs customers have active 
within their network operator’s platform 
combined with selected feature plans and 
add-ons. Over 2,500 companies worldwide 
use Simetric, including MNOs such as 
AT&T and Tata and some notable MVNOs, 
for internal or white-label use, to create 
new revenue streams, to better service 
customers and meet their evolving needs, 
to differentiate from peers, and to navigate 
a market landscape that is becoming more 
dynamic.

Sampling of security software: 
Via point solutions providers

Sampling of security software: 
Via MVNOs

Source: First Analysis.
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Security software is used to protect 
networks, devices, systems and applica-
tions from digital attacks, such as steal-
ing, exposing, altering, or destroying data, 
diminishing functionality or performance, 
and allowing unauthorized user access 
or control. It is a necessity for any soft-
ware-defined solution that connects to the 
internet, making it applicable to all indus-
tries, especially IoT, where every solution 
has vulnerabilities and attack vectors, 
including multiple value-chain components 
and remote accessibility.

Most IoT vendors have deployed some 
form of security software 
as a result, whether propri-
etary, third-party or some 
combination of the two. It 
is particularly important for 
MVNOs to focus on secu-

rity – and the vast majority do – because 
of connectivity’s central role. One MVNO 
with a strong focus on security is Aeris 
Communications.

As one might expect, the depth and 
breadth of security software varies among 
MVNOs due to differences in resources, 
expertise and priorities. We have encoun-
tered MVNOs with rudimentary capabilities 

and others with highly robust offerings that 
connect multiple disciplines. Some of the 
security software capabilities we’ve ob-
served are device-centric, such as iden-
tifying unauthorized devices and activity 
and enforcing polices that stipulate where 
devices can operate and data limits. Other 
capabilities are more network-centric, such 
as monitoring network traffic, inspecting 
packets, and controlling traffic. Software 
that controls traffic can block data trans-
mission to and from certain destinations 
when irregularities are detected, as well 
as block, suspend, and quarantine specific 
devices. We have also seen sophisticated 
approaches involving multifactor authen-
tication, identifiers and keys for governing 
user and device network access inside and 
outside organizations. We summarize these 
and other capabilities we’ve encountered 
with example threats in Table 7.

While security software is seemingly 
widespread, we still think it’s worthwhile 
for MVNOs, especially those with limited 
capabilities, to have a dedicated focus on 
security and invest in this area. There will 
always be a need to counter and protect 
against growing ranks of bad actors con-
tinually looking for vulnerabilities to ex-
ploit and evolving their methods. MVNOs 
should be able to attract and satisfy cus-
tomers while extracting value for them-
selves simply by delivering a competent 
security offering that is regularly updated 
and maintained. There is also the potential 
for these same MVNOs to differentiate by 
looking for security software gaps in the 
market among peers and bulking up capa-
bilities in those areas as well as developing 
sophisticated capabilities in specific areas 
and the reputation that goes along with it. 
Relative to the other offerings highlighted 
in this section, we see security as the most 
consistent way to add value and differenti-
ate. That said, security is a challenging area 
that requires resources and expertise to 
truly unlock value.Source: Aeris Communications.
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Hybrid connectivity refers to bringing 
different types of communication networks 
together in a system or solution. This is 
often done to extend primary coverage or 
enable backup and failover (secondary) 
coverage, but in some configurations, it is 
used to preserve battery power by offload-
ing data to another network. Typically, only 
one network is active at any given time. 
While there are multiple wireless networks 

that can be combined, the combination of 
cellular (terrestrial) and satellite networks is 
particularly important in IoT. Cellular net-
works are ubiquitous, offering robust cover-
age and throughput in urban areas; how-
ever, mobile and fixed devices can struggle 
to access cellular networks or maintain 
reliable connections in rural areas, and 
cellular connectivity is nearly worthless on 
the ocean. Verticals where this is a problem 

TABLE 7: Sampling of security threats and potential remedies

Security threat Description Protective capabilities/systems

Distributed 
Denial of 
Service at-
tacks (DDOS)

Overloading IoT devices with ex-
cessive requests, causing service 
disruption.

Rate limiting: Controls the rate of traffic to prevent overwhelming 
the device 
Traffic filtering: Identifies and blocks abnormal traffic patterns 
Edge computing: Offloads traffic processing to edge devices to 
mitigate impact

Botnets

IoT devices are compromised and 
controlled by attackers to form a 
network that executes malicious 
tasks, like DDoS attacks or spam 
distribution.

Device authentication: Ensures only authorized users and devic-
es can access the network 
Firmware updates: Regular updates to patch vulnerabilities that 
botnets exploit 
Intrusion detection systems (IDS): Detect unusual activity that 
may indicate a botnet infection

Malware

Malicious software installed on IoT 
devices to perform unauthorized 
actions, such as data theft or fur-
ther spreading the malware.

Endpoint protection: Anti-malware software or services installed 
on IoT devices 
Secure boot: Ensures that the device only runs trusted and veri-
fied firmware/software 
Sandboxing: Isolates applications to prevent malware from 
spreading to other parts of the system

Phishing

Attackers trick users into revealing 
sensitive information or installing 
malware onto devices communi-
cating with IoT devices, often via 
fake communications or websites.

User education and awareness: Training users to recognize 
phishing attempts 
Two-factor authentication (2FA): Adds an additional layer of 
security to verify user identity

Malicious 
traffic

Traffic containing malicious pay-
loads intended to compromise IoT 
devices, such as SQL injection or 
cross-site scripting (XSS).

Web application firewalls (WAF): Filters out malicious traffic 
based on predefined rules 
Deep packet inspection (DPI): Examines data packets for mali-
cious content 
Encryption: Ensures data integrity by encrypting traffic between 
IoT devices and the network

Man-in-the-
middle attacks 
(MitM)

Interception of communication 
between IoT devices to eavesdrop, 
alter, or inject malicious content.

Secure communication protocols: Use of transport layer securi-
ty/secure sockets layer to encrypt communications 
Mutual authentication: Both the device and server authenticate 
each other to prevent unauthorized access

Ransomware
Malware that locks or encrypts IoT 
devices or their data, demanding 
payment for restoration.

Regular backups: Ensures data can be restored without paying 
ransom 
Access control: Limits access to critical system functions, reduc-
ing ransomware impact

Brute force 
attacks

Attackers systematically try differ-
ent passwords until they find the 
correct one, gaining unauthorized 
access to IoT devices.

Account lockout policies: Locks the account after a certain 
number of failed login attempts 
Complex password enforcement: Requires strong, unique pass-
words that are difficult to guess

Physical at-
tacks

Direct physical access to IoT 
devices, enabling tampering, data 
theft, or unauthorized control.

Tamper detection: Sensors or mechanisms that detect and re-
spond to physical tampering 
Physical security measures: Securing devices in locked or re-
stricted areas

Source: National Institute of Standads and Technology, European Union Agency for Cybersecurity, IoT Security Foundation, IEEE.
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include oil and gas, agriculture, construc-
tion, fleet and maritime. By including sat-
ellite components – historically, as part of 
a dual-mode device that features separate 
cellular and satellite modules and antennas 
– device makers can greatly extend their 
devices’ coverage range. They can auto-
matically switch devices to satellite radio 
when cellular connectivity is inadequate or 
is failing, thereby ensuring real-time, two-
way communication and preserving appli-
cation return on investment.

Supporting satellite connectivity makes 
sense for MVNOs as satellite connectivity 
perfectly complements cellular, and the 
systems and support required for satellite 

connectivity align well with those MVNOs 
already use for cellular. Supporting satel-
lite connectivity also provides additional 
value, as most solution providers have at 
least some connections beyond cellular 
coverage or that sometimes experience 
issues that could be mitigated with satellite 
connectivity. The declining cost of satellite 
connectivity makes it even more compel-
ling.

Nonetheless, MVNO support for hybrid 
connectivity is not yet common. Only a 
handful of the several hundred MVNOs 
have relationships with satellite companies 
where they either purchase satellite data 
capacity to resell or refer customers as part 

Hardware authentication for IoT

Source: Soracom.

Satellite network operators Sampling of satellite connectivity resellers

Source: First Analysis.
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of channel arrangements. Examples in-
clude Wireless Logic and KORE Wireless. 
These MVNOs often leverage the same 
software systems used to manage their cel-

lular businesses for the sat-
ellite offering or have access 
to partner capabilities 
through integrations. While 
cellular-satellite offerings 
and other hybrid connec-
tivity options represent an 
opportunity to differentiate, 
we think the opportunity will 
be limited. In our conversa-
tions with leading MVNOs, 
several indicated plans to 
support hybrid models in the 
near term, particularly satel-
lite, which will make it much 

more common in the industry. Others noted 
plans to evaluate alternative networks. 
We think hybrid connectivity will become 
a customer requirement at some point, 
pushing more MVNOs to support it to stay 
competitive.

We also expect support for hybrid con-
figurations to accelerate due to the pres-
ence of several innovative vendors that 
are pushing certain technology advances 
and standards. These advances and stan-

dards make it possible to enable satellite 
and other long-range network connectivity 
in existing hardware devices and designs 
without having to make physical changes 
to the device. One such vendor is Skylo 
Technologies. Skylo uses firmware and SIM 
card profile updates to enable existing cel-
lular NB-IoT devices to transmit and receive 
data using satellite networks without need-
ing to add 
costly satel-
lite compo-
nents or re-
design the 
hardware. 
Another 
is Fossa Systems, which uses a firmware 
update to enable cellular-LoRa hybrid 
devices to access its proprietary satellite 
constellation via the devices’ existing LoRa 
chipset and antennas.

Other companies have similar approaches, 
and we expect new entrants with intrigu-
ing hybrid connectivity approaches that 
are simple to implement and cost effective. 
Many will partner with MVNOs and benefit 
by leveraging the resale channel to scale. 
Their MVNO partners should also benefit, 
for a time, from the differentiation of offer-
ing these hybrid connectivity capabilities.

Network technologies that can be combined to form hybrid models

ALTERNATIVE LONG-
RANGE NETWORKS
(unlicensed spectrum)

LoRa

Sigfox

CELLULAR
(licensed spectrum)

2G-5G

NB-IoT

LTE-M

(Public/private)

SATELLITE

Low earth orbit

GEO Stationary

LOCAL AREA 
NETWORKS

Wi-Fi enabled by

Ethernet

Cellular+/- +/- +/-

Source: Industry reports, First Analysis.
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Skylo is based in Mountain View, California. 
Its partnerships and software enable cellu-
lar MNOs and MVNOs to offer complemen-
tary satellite connectivity, expanding their 
coverage footprint. With Skylo, MVNOs and 
MNOs can better support existing custom-
ers and capture prospects by unlocking ad-
ditional IoT and consumer use cases. Like 
an MVNO, Skylo negotiated agreements 
with owners of physical communication 
infrastructure – in this case, geostation-
ary satellite companies including Viasat/
Inmarsat, Ligado Networks and Strigo – to 
gain network access and permission to 
resell mobile satellite service spectrum and 
power. It also built its own network core 
and established its own ground stations in 
North America and Europe to more cost ef-
fectively move information between devic-
es and partner satellite constellations.

The company’s software stack is a true 
differentiator, as it allows existing cellu-
lar devices such as trackers and sensors 
to connect to satellite networks without 
requiring physical changes to devices, 
such as adding satellite radios, which can 
be expensive. For narrowband devices, 
MNOs and MVNOs can make satellite 
connectivity available to existing and new 
subscribers by simply updating software 
clients or profiles on eSIMs. The software is 
also being incorporated at the chipset (via 
partners Qualcomm, Altair and Samsung) 
and module levels (via Quectel, Flex and 

muRata), providing other paths. Once en-
abled with the software, devices can roam 
seamlessly over satellite networks as easily 
and frictionlessly as they do over cellular 
networks.

Skylo is ideal for MNOs and MVNOs sup-
porting customers in fleet, agriculture, 
energy, maritime, and emergency response 
sectors, where terrestrial connectivity is 
limited, unreliable or non-existent and that 
require long-range primary or backup con-
nections. Skylo enables MNOs and MVNOs 
to offer a holistic solution across custom-
ers’ entire footprints – all from a single SKU. 
We note Skylo doesn’t provide connectivity 
and device management capabilities or 
professional services; its partners do. Skylo 
does, however, have some billing capabili-
ties and a dashboard that can be integrated 
to provide visibility into various metrics.

Skylo is a player to watch given its ability 
to help partners differentiate themselves 
and generate incremental revenue by easily 
adding satellite connectivity to address 
the growing demand for ubiquitous con-
nectivity. Skylo’s MVNO partners, such as 
Soracom, FloLIVE, Emnify and Transatel, 
and its major carrier relationship with 
Deutsche Telekom validate the value of its 
offering and model.

Physical infrastructure

Core networks
Core networks are critical components 
of telecommunications systems. They 
consist of networking hardware such as 
switches, routers and gateways (in cen-
tralized or distributed locations) as well as 

Enabling satellite connectivity via 
existing NB-IoT devices

Enabling satellite connectivity via 
existing LoRa devices and antennas

Source: First Analysis.
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sophisticated software. Core networks are 
separate and distinct from radio access 
networks (RANs), or the towers controlled 
by carriers. Core networks sit between the 
scattered elements of the network infra-
structure – communication nodes, subnet-
works and platforms – linking them through 
fiber optic cables. By linking these ele-
ments, core networks are essentially large 
gateways to other networks and destina-
tions, including the internet, that provide 
multiple paths to exchange information. 
Redundancy is built in. This structure en-
ables core networks to fulfill their prima-
ry function of routing data traffic reliably 

at high speed. Core networks also work 
closely with other network elements. They 
help make it possible to identify devices 
trying to connect to the network and their 
locations, authenticate them, verify authori-
zations for specific services, and track ser-
vice usage for billing purposes. In general, 
core networks are owned, operated and 
maintained by MNOs alongside their other 
assets.

MVNOs do not need to own a core net-
work to provide connectivity services, as 
they can leverage MNOs’ core networks. 
In fact, most MVNOs do not have their own 
core network, because core networks are 
extremely challenging to build, requiring 
deep expertise and significant time and 
capital investments. Operating and main-
taining core networks is similarly challeng-
ing. However, a handful of MVNOs that 
recognized having a core network unlocks 
competitive advantages elected to do so 
to differentiate their services despite the 
challenges and costs.

Advantages of proprietary core networks
Greater reliability. Owning a core network 
provides direct access to network elements 
that in turn provides visibility into real-time 
event data (such as issues and faults) and 
more robust performance metrics. With this 

Wireless Logic platform and service around distributed core

Source: Wireless Logic.

Some of the MVNOs with a proprietary core network

Source: First Analysis.
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direct access and data, MVNOs can react 
faster to resolve issues, make adjustments 
and improve reliability, all without the 
delays and lesser control inherent in work-
ing through a partner, such as an MNO.

Reduced latency. Latency refers to the 
time it takes data to travel from its origin to 
a destination. In global deployments, when 
a device is roaming in another country, data 
is routed to the connectivity provider’s core 
network and data center in the device’s 
home country before being sent to its final 
destination, even if that destination is local 
to the device. This leads to material latency. 
By having a core network in the roaming 
country, an MVNO can enable data from 
such a device to travel directly from the 
device to the local core network and then 
to the local destination, noticeably reducing 
latency.

Compliance. Several countries have laws 
regarding data localization and sovereign-
ty that prohibit data generated and gath-
ered inside these countries from leaving 
them. The visibility and control enabled by 
having core networks or distributed core 
elements in such countries allows MVNOs 
to better satisfy associated compliance 

requirements, in real time, by monitoring 
traffic origination and routing or restricting 
it accordingly.

Billing accuracy. Core networks provide 
their operators significant visibility into data 
traffic, including the ability to track data 
used by device at the individual connection 
level. By combining this granular usage 
data with information from subscriber 
databases regarding the services devices 
can consume, MVNOs can enable internal 
billing software or third-party billing with 
highly accurate data. MVNOs need accu-
rate, granular data to bill correctly, espe-
cially for difficult plans such as pay-as-you-
go.

Flexibility. MVNOs that own core networks 
gain significant flexibility, such as the ability 
to tailor and customize network attributes 
to meet the needs of IoT users, which are 
an amalgamation of diverse use cases and 
requirements.

Simplified logistics. MVNOs with core 
networks can offer largely uniform cov-
erage and experiences globally, enabling 
devices to connect in the same manner 
anywhere in the world. They can offer a 
single SIM for global coverage, eliminating 

MVNO as a service: White label, light or full

Designed for providers that want to focus 
on marketing and sales under their own 
brand, with the option to grow into a light 

or full model.

For Mobile providers that would like to 
have more control and tailor their own 
offerings without having to worry about 

the technology behind it.

For MVNOs that want to offer a real time 
self-service platform or are interested in 
better global wholesale rates on multiple 

radio networks

Source: iBASIS.



27 First AnalysisOctober 23, 2024

the need to manufacture and distribute 
different SIM cards for each region, simpli-
fying logistics, and lowering costs.

Each of these advantages is material, and 
in aggregate they provide material utili-
ty and value to MVNOs, their IoT solution 
provider customers, OEMs, and end users. 
In the future, more MVNOs may build or 
acquire their own core networks to differ-
entiate their offerings, as the market now 
has only a small number of MVNOs with 
proprietary cores, and we believe there is 
room for more. However, the significant 
investment required to build, operate and 
maintain core networks, not to mention the 
expertise required (which most MVNOs 
don’t have), means the number of MVNOs 
with core networks will likely remain low. 
Some MVNOs have recognized this and 
exposed their core networks to other 
MVNOs as an outsourced service, putting 
them in a good competitive position and 
reducing the incentive for other MVNOs to 
build their own cores.

Soracom, an MVNO headquartered in 
Tokyo and enabled by its relationships with 
over 350 carriers that give it near-global 
coverage, resells cellular connectivity to IoT 
solution providers operating in a range of 
industries. It supports all cellular network 
types and speeds (2G, 3G, 4G LTE, 5G 
CAT-M1, NB-IoT). It offers removable and 
embedded SIMs to fit any device and form 
factor and automatically connect to carrier 
networks. It also supports single-pane-of-
glass management for both satellite and 
LoRa connectivity providers (Astrocast, 
Skylo and Sigfox) to extend the reach of 
truly remote IoT applications.

In contrast to most MVNOs, Soracom built 
its own core network, represented by its 
virtualized packet gateway, which has 
distinct benefits and enables more sophis-
ticated capabilities relative to standard 
offerings. The core network also enables 

Soracom user console

Source: Soracom.
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Soracom to provide improved data routing, 
latency and security and to deliver a much 
more reliable service. The core network 
provides Soracom greater visibility into 
network performance and changing condi-
tions. It uses this information to direct SIMs 
to automatically select the best network 
(tower) available and switch to others if 
coverage deteriorates. It also provides 
deep visibility into data packets, yielding 
information that supports the company’s 
pay-as-you-go pricing model and helping 
solution providers avoid paying for unused 
data capacity. This focus on minimizing the 
cost to solution providers extends to its 
User Console. Customers use this portal to 
provision, activate, name and group SIMs 
en masse and manage plan changes. More 
importantly, the console enables custom-
ers to set data limits by SIM and device 
groups, issue alerts when limits are ex-
ceeded, create automated rules for when to 
start and stop or pause SIMs (such as for 
seasonality), and downgrade service speed 
to control costs.

More advanced functions can be accessed 
in areas such as protocol conversion, au-
thentication, data funneling (to public or 
private clouds), device management, and 
data visualization. Soracom’s platform can 
be used directly, or customers can build 
and consume Soracom features inside 
their own applications. Soracom is a strong 
player with good momentum, evidenced 

by its over 20,000 customers, from start-
ups to enterprises, including Komatsu, 
OpConnect, Pebblebee and Panasonic.

The MVNE model
Mobile virtual network enablers, through 
their own physical network infrastructure, 
proprietary systems, and integrations, 
enable companies to quickly launch MVNO 
businesses and cost-effectively operate 
them. They also provide significant utility 
and value to existing MVNOs and MNOs 
that wish to upgrade their capabilities, 
increase reliability or extend coverage in 
specific areas while reducing ongoing inter-
nal support costs.

Unsurprisingly, MVNEs are doing quite well 
in the market, as evidenced by the strong 
growth in number of branded reseller 
MVNOs and MVNEs’ increasing use by 
legacy MVNOs, which recognize the supe-
rior visibility, reach and control afforded by 
MVNEs’ core networks and software.

Many companies, including MVNOs, theo-
retically could adopt the MVNE approach 
to differentiate and add value and be simi-
larly successful, given the market’s recep-
tivity and given MVNEs are uncommon 
(only five to 10 are active today). That said, 
given most companies lack the resources 
– time, cost and expertise – to build and 
maintain the required platforms, systems 
and core networks in multiple regions, we 
don’t expect many new MVNEs to appear 
over time. Further, capital availability for 
launching new MVNEs will likely be con-
strained due to prospective investors’ 
uncertainty about the number of MVNEs 
the industry can support. We think there 
is little room for new MVNEs, given the 
clear inefficiency of building highly redun-
dant infrastructure and systems. The few 
MVNEs that do manage to enter the market 
will likely come from the ranks of existing 
MVNOs that already own infrastructure and 
systems that can be relatively easily deliv-
ered as an outsourced service. For these 
reasons, we think existing and prospec-
tive MVNOs looking to differentiate should 
direct their efforts elsewhere. 

Notable MVNEs

Source: First Analysis.



29 First AnalysisOctober 23, 2024

FloLIVE, headquartered in London, pro-
vides cellular data services worldwide to 
device manufacturers and solution vendors 
through its cloud-native, software-defined 
suite and infrastructure that was purpose-
ly designed and built for IoT applications. 
Among MVNOs, it is one of the few that 
own the entirety of the technology stack, 
including the core network, basic support 
systems, and the connectivity management 
layer. Having this stack enables FloLIVE to 
provide robust service, support and other 
capabilities in a combined suite. It has 
deployed full-fledged core networks (2G 
to 5G) in many parts of the world, integrat-
ing them with local MNOs. By leveraging 
its own core, FloLIVE bypasses signifi-
cant MNO infrastructure, enabling faster 
data speeds and reducing latency issues. 

Having core networks in certain geog-
raphies also allows it and, by extension, 
its customers to avoid roaming, which is 
banned in an increasing number of coun-
tries, and helps ensure compliance with 
data regulations such as Europe’s General 
Data Protection Regulation. FloLIVE cus-
tomer devices can access cellular networks 
anywhere in the world once the SIMs and 
eSIMs provided by FloLIVE are installed 
and active.

FloLIVE’s sophisticated FloSIM software 
handles provisioning, registering devices 
with the cloud, determining appropriate 
international mobile subscriber identities 
and carriers based on location, and load-
ing pre-defined rules. Customers can use 
FloCloud for connectivity management. 
FloCloud is a platform used to activate, 
de-activate and suspend SIMs, to automat-
ically or manually direct SIMs to different 
networks based on performance, to failover 
to other networks to maintain connec-
tions, and to deploy configuration updates 

FloLIVE distributed core

Source: FloLIVE.
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over the air. FloBSS, the company’s flex-
ible and out-of-the-box billing system, is 
tightly integrated with these other com-
ponents, providing visibility needed for 
rating, tariffs, taxing, and invoicing and 
managing customers. It features templates 
but can be customized to handle all types 
of plans (such as pre- and post-paid and 
hybrid plans), structures and models (such 
as pooled and pay-for-use), currencies 
and carriers. It can also accommodate 
bring-your-own-connectivity (BYOC) and 
layering and billing for non-connectivity 
services. Notably, FloLIVE has exposed its 
technology stack, making its components 
or the total offering available to both ex-
isting MVNOs that want to bulk up their 
capabilities and companies that want to 

enter the market to become MVNOs them-
selves. It is one of the first true MVNEs, and 
its strong capabilities make it a player to 
watch.

Professional services
Professional services are any form of 
assistance provided by vendors’ staffs 
dedicated to supporting customers in de-
signing, building, launching and managing 
IoT solutions. These services generally fall 
within one of a few high-level categories, 
including consulting, creating products, 
testing and support/troubleshooting. For 
example, consultants or solution architects 
may offer recommendations on hardware 
and user-interface design, solution archi-
tecture, battery optimization, implementa-
tion, and third-party vendor selection for 
hardware, security services and database 
software. Engineers may design hardware 
and manage assembly. Developers may 
code vertical-specific applications and con-
figure infrastructure software. These same 
knowledge workers are often used for test-
ing, identifying root causes of issues, and 
remediation. The specific services offered 
and their depth as well as the quality vary 
by firm, as they are determined by compa-
ny strategy and employee knowledge.

It is common for MVNOs to offer some level 
of professional services. We have encoun-
tered some that provide basic services and 
others that offer extensive “white-glove” 

MVNOs with strong focus on professional services

Source: First Analysis.

A few pricing models illustrated

Source: Soracom.
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services, where MVNO professionals do 
much, if not all, of the work to build, launch 
and maintain IoT solutions to fit custom-
er specifications. Notably, not all MVNOs 
charge for this, especially for large ac-
counts or prospects that have potential to 
scale. While offering professional services 
is common in the industry and not always 
monetized directly, we think it is a viable 
way for MVNOs to create value beyond 
connectivity and differentiate, given the 
needs we see among IoT solution provid-
ers and the limited resources available to 
them. As previously mentioned, it is difficult 
to create an IoT solution, and it is likely to 
remain challenging.

As new IoT technologies, capabilities, and 
approaches emerge, demand for support 
among IoT solution providers is likely to 
remain robust, and we think providers will 
find MVNOs offering dedicated support 
an attractive option. MVNOs with strong 
expertise in selected parts of the value 

chain or in specific vertical markets should 
fare best, as their help can lead to unique 
solutions, greater reliability, and perfor-
mance advantages relative to solutions 
created with more generic services offered 
by horizontal MVNOs. That said, it can be 
hard to find, attract and retain high-quality 
talent in specific value chain areas or verti-
cals, given talent shortages and competing 
opportunities.

Strategic approach and focus
Creative pricing models. Some MVNOs 
offer pricing models aligned to IoT solution 
providers’ data needs and business models 
(see Table 8). The fixed price model, where 
customers pay a set price per connection 
for a specific amount of data each month, 
either pre- or post-paid, with excess data 
use resulting in an overage charge, has 
long been common. But due to IoT solu-
tions’ typically low data consumption, this 
model often results in unused data, mean-
ing customers pay for capacity they didn’t 

Table 8: Observed pricing models

FIXED (CAPPED)
A specific amount of data is 

provided monthly per connection 
at a set price; reaching the data 

limit can lead to disrupted service 
or extra charges for excess use

UNLIMITED
No limitation on the quantity of 

data that can be consumed 
monthly per connection; the 

price is fixed, no overages

PAY-AS-YOU-GO
(usage or event-based)

Customers pay for only the actual 
data consumed in a period; no 

overage charges

POOLED
A set amount of data shared 

among a group of devices; any 
excess consumption by devices is 

meant to be offset by those 
consuming less than expected

ONE-TIME (CAPEX)
Multi-year plan paid in full 

upfront, granting a set amount of 
data services that a connection 

draws from over time; consuming 
the full allotment requires a new 

plan purchase

HYBRID
The combination of two or more

pricing models within a single 
plan

BUNDLED
A collection of different data-

related services or products that 
are packaged and priced 

together

DEVELOPER
An amount of mobile data, 

covering a set number of devices, 
is provided free to developers and 

solution providers every month 
for testing and pilots, in 

exchange for the potential to 
scale on that network’s platform

FREE TRIAL
The use of wireless data for free 
for a stipulated (limited) time for 

a specified number of devices

Source: First Analysis.
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need. A handful of MVNOs recognized 
this inefficiency and created pay-per-use 
or pay-as-you-go plans, where there is no 
penalty for underutilization and customers 
pay only for what they use. A variation is 
a pooled plan, where unconsumed data 
aggregated across connections can be 
used to offset excess use or carried for-
ward. Another approach is the fixed rate, 
long-term plan, which is payable entirely in 
advance (full-capex model) and provides 
a specific amount of data per connec-
tion for use within a multiple-year period. 
Customers can consume the data how-
ever they wish, but should it be exhaust-
ed before the term ends, overages are 
charged or another bundle purchase is re-
quired. Solution providers and OEMs have 
responded well to both options. The pooled 
plan leads to cost savings, and the fixed, 
long-term plan helps them establish sus-
tainable business models. The pay-as-you-
go model is starting to become common 
among MVNOs, and we have heard from 
several MVNOs that they are launching 
full capex models in the near term. Both 
may become ubiquitous and even a pre-
requisite for remaining competitive. That 
said, we have heard questions about the 
sustainability of the full capex model, given 
MVNOs adopting it face the challenge of 
cost inflation and continually investing 
more in capabilities to remain competitive 
with a largely fixed-fee base, only a por-
tion of which renews each year with higher 
pricing.

1NCE, based in Cologne, Germany, is a 
cellular connectivity and software service 
provider focused on enabling IoT applica-
tions. It is a strategic partner of Deutsche 
Telekom that was created through a joint 
venture, which gives 1NCE direct access to 
Deutsche Telekom’s wireless infrastructure 
and roaming partner network. This equates 
to global coverage, enabling 1NCE to reach 
165 countries and support any radio stan-
dards active in these regions (2G, 3G, 4G/
LTE-M, NB-IoT). 1NCE’s differentiation, as 

hinted at by its name, is in its pricing model: 
It sells multiple years of global connectiv-
ity and software service at a flat rate per 
device with a one-time payment.

This offering, called the IoT Lifetime Flat 
plan, includes a SIM card and 500 mega-
bytes of data and 250 short-messag-
ing-service messages that a device can 
consume over a 10-year period (the as-
sumed maximum lifetime of an IoT device). 
The Lifetime Flat is $10 to $12.50 per data 
plan, depending on whether it is for a re-
movable or embedded SIM.

The plan includes complimentary access 
to 1NCE’s connectivity management plat-
form, which enables customers to activate, 
suspend and deactivate SIM cards and, 
for eSIMs, transition to other networks. Its 
1NCE OS is a suite of software tools for 
monitoring and locating devices, authen-
ticating devices, managing energy usage, 
and integrating device data exchange to 
any cloud, including AWS. The approach 
was formulated to help solution providers 
building low-bandwidth applications, such 
as applications for smart utilities, asset 
tracking and supply chains. It helps them 
more quickly connect their hardware to 
networks and get data to the cloud while 
making connectivity more affordable, pre-
dictable and manageable.

Notably, the plan is truly a flat-rate plan, as 
1NCE doesn’t charge for set-up, roaming in 
supported countries, secure data channels 
via virtual private networks, or network 
changes. For devices exceeding data and 
message limits, plans can be renewed or 
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topped off at the same price point automat-
ically through the customer portal, ensur-
ing service continuity. 1NCE’s model has 
been disruptive, as evidenced by its more 
than 20 million connections across more 
than 15,000 customers worldwide since the 
company’s late-2017 launch.

Vertical focus and expertise. MVNOs 
typically approach the market horizontally, 
serving most, if not all, vertical segments 
and industries (see Table 9) with the same 
underlying infrastructure, software and 
systems. This is unsurprising as connec-
tivity is applicable to all markets and a 
horizontal approach equates to the largest 
number of customer opportunities. But a 
handful of MVNOs – many of them new to 

the market – have eschewed the traditional 
broad approach and opted to focus on one 
or a few vertical markets to achieve growth 
and scale. These MVNOs have recognized 
that each vertical application has unique 
technical challenges and requirements and 
that a one-size-fits-all platform and profes-
sional services team does not always lead 
to the best results in terms of cost-effec-
tiveness, communication reliability, latency 
and impact on battery life. In response, 
some MVNOs have put together teams that 
combine professionals with deep wireless 
technical knowledge and subject matter 
experts to tailor optimized connectivity ser-
vices and dedicated support for targeted 
markets. Often, this has required adjusting 
existing software and systems, creating 
unique and custom features and functional-
ity, and releasing new solutions and appli-
cations.

We think a vertical-centric approach is a 
viable strategy to pursue. It is uncommon 
among MVNOs, and we think providing 
deep sector knowledge will always be a 
reliable way to deliver value. This value can 
come from enhanced offerings or provid-
ing turnkey hardware and templated ver-
tical-specific applications that meet the 
unique needs of a targeted vertical out of 
the box. An example of an enhanced offer-
ing is releasing intelligent tower and net-
work routing as part of connectivity man-

TABLE 9: Many distinct market verticals

Agriculture Asset tracking Automotive
Autonomous & 

robotics
Building/ 

property mgmt Construction
Digital signage

& media

Energy & utilities
Envir, natural 

resources Food & beverage Healthcare Hospitality Industrial Lone worker

Manufacturing, 
fabrication

Mobility/micro-
mobility Oil & gas

Payment 
systems

Public sector, 
government Retail & vending

Security & 
surveillance

Smart city Smart home
Transportation & 

logistics
Waste 

management Wearables

Source: First Analysis.

MVNOs with a more concentrated vertical focus

Source: First Analysis.
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agement to improve connection throughput 
and reduce latency while reducing impact 
on battery life to connect to a network. But 
the value is more likely to come from pro-
fessional services. IoT solutions within the 
same vertical often share requirements in 
areas such as data package size, commu-
nication frequency, and battery life. These 
solutions also often share constraints 
related to environmental conditions such 
as temperature, light, humidity, moisture, 
obstructions, and the existence of network 
infrastructure. Their enabling hardware is 
often comprised of similar components 
from a handful of vendors. Each of these 
constitutes a variable that can can affect 
communication reliability and battery (or 
device) longevity.

A dedicated vertical expert brings not only 
understanding of the vertical’s application 
requirements, but also knowledge of and 
experience with how those variables relate 
to common issues and hardware failure 
points. This understanding and knowledge 
can be used by MVNO customers to more 
expeditiously and successfully design and 
architect solutions, select hardware ven-
dors and components, configure hardware 
and solutions, and adapt and troubleshoot 

networks.  Importantly, this knowledge 
compounds within vertical-focused MVNOs 
over time. That said, it can be a challenge 
for MVNOs to master specific verticals in-
ternally: It can take time for staff to mature, 
and these professionals are always suscep-
tible to poaching by peers. Further, building 
an immediately experienced team through 
hiring alone can be expensive. But once 
accomplished, the vertical approach can 
be a sustainable differentiator augmented 
by advertising and product support effi-
ciency gains and quicker product evolution 
associated with focusing on a few specific 
verticals.

Cubic Telecom, headquartered in Dublin, 
focuses on IoT connectivity in the automo-
tive OEM market. It also supports vehicles 
in tangential markets like transportation 
and agriculture. Strengths of the automo-
tive OEM market include its large number 
of vehicles that can be connected and the 
trend for OEMs increasingly to embed so-
phisticated software that requires real-time 
connectivity for capabilities and services 
buyers increasingly want (referred to as 
software-defined connected vehicles, or 
SDCVs). These capabilities and services 
include autonomous driving, vehicle-to-ve-
hicle (V2V) communication, infotainment, 
navigation, and traffic monitoring. In addi-
tion, OEMs want to be able to capture and 
analyze data to monitor vehicles in real 
time.

To provide connectivity for its offerings, 
Cubic entered into agreements with over 
90 MNOs, giving it coverage in more than 
190 countries, and it built its own core 
network. It also created the PACE platform, 
which is used to remotely provision SIMs, 
localize eSIMs, manage devices, networks 
and data plans, and handle billing. PACE is 
integrated into OEM systems and can be 
used to update vehicle software to re-
solve issues and deliver new features and 
services. On top of PACE, Cubic created 
PLXOR, a traffic classification solution that 
provides visibility into which applications 
drivers use (such as infotainment, naviga-
tion, and telemetry) and how much data ve-

Source: Cubic Telecom.
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hicles consume by vehicle, fleet or region. 
It also offers Insights, a vehicle data analyt-
ics solution for understanding vehicle and 
technology service performance. OEMs 
use the visibility and analytics provided 
by these solutions to bill for services sep-
arately, personalize content, tailor pricing 
packages, and inform decisions regarding 
third-party service provider partnerships. 
Cubic is looking to extend its value propo-
sition by adding support for non-terrestrial 
networks. Cubic has a strong offering with 
momentum, evidenced by its over 20 million 
vehicle connections that send over 1 billion 
data transmissions per day and its strong 
pace of adding 450,000 vehicles per month. 
Cubic’s traction underscores the viability 
of well-executed MVNO vertical market 
strategies. Cubic’s customers include 
Volkswagen, Porsche, Harley-Davidson, 
Audi and CNH Industrial.

Bundling. Prospective IoT solution com-
panies (often startups) and OEMs early 
in their IoT journeys increasingly look for 
pre-built, end-to-end solutions that can 
be configured for specific use cases. This 
demand is being driven by several factors. 
First, these customers often want to get to 
market quickly and at lower cost relative to 
internal development, typically by starting 
with a proof of concept to gauge market 
interest. Second, they often want to deal 
with a single vendor. Third, they may lack 
IoT expertise and want to avoid common 
challenges while deploying a more reliable 
and functional solution than they could 
initially deliver on their own. Some vendors 
have responded to this demand with bun-
dled approaches that combine two or more 
proprietary or third-party components to 

form generic offerings constituting material 
portions of end-to-end IoT solutions out of 
the box. In some cases, the bundles in-
clude connectivity purchased from MNOs 
for resale, irrespective of whether con-
nectivity is the vendor’s primary business. 
For example, IoT platform providers Blues 
Wireless and 
Particle provide 
cellular modules 
and development 
kits combined with 
connectivity and management software to 
expedite their customers’ IoT solution de-
velopment and deployment. We have also 
come across companies pairing connectiv-
ity and enabling hardware with templated 
end-user application software.

Bundled offerings are relatively uncommon 
among MVNOs, but given how compel-
ling they can be, we think the strategy is 
viable and will likely become more common 
over time. Some bundles will be easier to 
configure and deploy and feature stronger 
functionality due to tighter integrations 
than others, offering a path to sustainable 
differentiation. But there are risks: As some 
bundle customers grow and contribute to 
these bundled MVNOs’ success, there will 
be a tendency for successful customers to 
churn as their solutions reach scales that 
warrant switching to proprietary hard-
ware designs and dedicated MVNOs. Also, 
MVNOs adopting a bundled strategy while 
still having customers for traditional MVNO 
services risk having those customers view 
these MVNOs as competitors and churn as 
a result. 

Boise, Idaho-based Blues Wireless, with 
its suite of solution components, reduces 
the effort required for customers to wire-
lessly connect their physical products to 
the cloud and create digital IoT solutions. 
Developers incorporate its optimized 
components into IoT solutions, eliminating 
many steps involved in building a complete 
offering while circumventing the technical 
challenges typically encountered. The foun-
dational component is the Notecard – a 

Vendors that bundle connectivity with other IoT value 
chain components

Source: First Analysis.
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communication module developers embed 
in their devices. Different Notecards are 
available depending on use case and ap-
plication requirements. Blues offers cellular 
(LTE CAT-1, CAT-M, NB-IoT), Wi-Fi, cellular 
plus Wi-Fi, and LoRa versions. The cellu-
lar Notecards, which feature a pre-provi-
sioned SIM and work with Blues production 
boards (NoteCarrier), include a 500-mega-
byte data plan that a device has 10 years to 
consume.

To provide connectivity, it negotiated a deal 
with a major carrier, which gave it access 
to that carrier’s network and roaming 
partner network and coverage in over 135 
countries. While Blues resells connectiv-
ity bundled with its hardware to support 
applications, it does not consider itself an 
MVNO in the traditional sense. It provides 
connectivity so its customers do not have 
to concern themselves with contracts, fees 
or monthly subscriptions.

The Notecard transmits data captured by 
a device to Notehub, a Blues cloud-based 
offering. Notehub is used to securely route 
data to cloud applications chosen by 
customers and to organize and manage 
Notecard fleets and update firmware. 
Customers compensate Blues for Notehub 
services like event routing, API retrievals, 
web requests, and device management 

with consumption credits. Each Notecard 
comes with 5,000 consumption credits, 
which are replenished to that level every 
month for free. Customers can purchase 
additional data and consumption credits as 
needed.

Besides the enabling hardware, connec-
tivity, and platform, Blues also provides full 
coding, available in Github, for 50 pre-built 
applications for tracking, monitoring, and 
managing items in various verticals. The 
code is meant to be reference designs for 
OEMs, product managers, and engineers 
to accelerate development with Notecard 
and Notehub. Blues has over 800 custom-
ers, ranging from startup to enterprise level, 
with some doing multi-millions in Notecard 
volumes.

Other offerings or enhanced functionality 
MVNOs can add to differentiate include 
data visualization, data storage and man-
agement, network management and con-
trol, and private networking.

WHAT TO WATCH AS MVNO MARKET EVOLVES 

Increasing M&A
Merger and acquisition activity will likely 
increase as MVNOs look to consolidate 
and differentiate. Transaction activity in the 
MVNO space has been healthy and inceas-
ing over the last decade, evidenced by the 
many connectivity and ancillary capability 
providers that have been acquired, some 
by sector leaders (see Table 10). We think 
activity will remain robust and likely accel-
erate, given the sheer number of players in 
the space, which is growing and arguably 
already above the number needed to sup-
port the IoT industry, and given challenges 
in the form of pricing pressure and other 
dynamics. Most industry participants are 
undifferentiated (simply resellers) and have 
only invested in sales and marketing to 
drive awareness instead of building materi-
al proprietary capabilities.

As pricing compresses and the expense 
required to acquire and support customers 
increases, we expect several MVNOs will 
opt to exit the industry. To manage margin 
pressure and survive, some remaining 

The Notecard

Source: Blues Wireless.



37 First AnalysisOctober 23, 2024

Table 10: Select M&A activity, 2011-present
($ in millions)

Buyer
Enterprise 
value (EV)

EV/ 
revenue

EV/ 
EBITDADate Target

Jun 2011 GlobalConnect Telit $2.4 - -
Jan 2013 Crossbridge Solutions Telit $9.0 - -
Mar 2014 Jazz Wireless Data KORE Wireless - - -
Nov 2014 RacoWireless KORE Wireless - - -
Dec 2014 Wireless Maingate Sierra Wireless $90.0 4.7x 11.7x
Jun 2015 MobiquiThings Sierra Wireless $15.7 4.7x -
Mar 2016 Wyless KORE Wireless - - -
Aug 2017 Numerex Sierra Wireless $107.0 1.4x 12.3x
Aug 2017 Wireless Innovation Lyceum Capital - - -
Mar 2018 Ibasis Tofane (KPN) - - -
Jun 2018 Stream Technologies ARM - - -
Dec 2018 Transatel NTT Communications - - -
Dec 2018 LJC Telecom SAS Globalgig - - -
Dec 2018 Aspider NGI KORE Wireless - - -
Feb 2019 M2MBlue Wireless Logic - - -
Jul 2019 Matooma Wireless Logic - - -
Jul 2019 SIMPoint Wireless Logic - - -

Nov 2019 M2M Group (M2M One) Sierra Wireless $19.8 1.1x 7.4x
Apr 2020 Thingstream AG U-blox $10.0 - -
Dec 2020 Arkessa Wireless Logic - - -
Dec 2020 New Line Mobile Wireless Logic - - -
Dec 2020 Datamobile AG Wireless Logic - - -
Jan 2021 Com4 Wireless Logic - - -
Jul 2021 Podsystem Limited Giesecke+Devrient - - -
Jul 2021 Things Mobile Srl Wireless Logic - - -

Sep 2021 Orbcomm GI Partners $1,148.7 4.7x 23.2x
Feb 2022 Simon IoT KORE Wireless - - -
Mar 2022 Evacomm (VIAA) Globalgig - - -
Apr 2022 NextM2M JT IoT - - -
Jul 2022 Jola Wireless Logic $84.4 - -
Jul 2022 Mobius Networks Wireless Logic - - -
Jul 2022 Top Connect JT IoT - - -

Aug 2022 Sierra Wireless Semtech $1,230.2 2.1x 67.6x
Dec 2022 Ericsson IoT assets Aeris Communications - - -
Dec 2022 Digital Republic AG Mobilezone - - -
Jan 2023 Truphone assets 1Global - - -
Mar 2023 Blue Wireless Wireless Logic - - -
Mar 2023 Twilio's IoT Business Unit KORE Wireless $12.4 - -
Aug 2023 Webbing Wireless Logic $200.0 - -
Aug 2023 Cinco Telecom Emnify - - -
Dec 2023 Cubic Telecom Softbank $1,001.0 - -
Feb 2024 M2M DataGlobal OPTConnect - - -
Jul 2024 M2M France M2M Data Connect - - -

Maximum $1,230.2 4.7x 67.6x
Minimum $2.4 1.1x 7.4x
Average $302.4 3.1x 24.4x
Median $84.4 3.4x 12.3x

Source: Company and industry reports, Capital IQ, First Analysis.
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MVNOs will likely take advantage of this 
and pursue a consolidation strategy, pur-
chasing other MVNOs for their customer 
and subscriber bases to increase overall 
scale and improve negotiating leverage 
with MNOs. These transactions’ valuation 
multiples will likely be low, reflecting the 
target MVNOs’ commodity-like nature or 
lack of proprietary capabilities in the case 
of those that have built their business on 
third-party offerings such as MVNEs. Other 
MVNOs will likely seek to acquire fea-
tures and functionality to differentiate their 
offerings and create stickiness, most likely 
acquiring point solutions but also other 
MVNOs with proprietary capabilities. These 
transactions’ valuations will likely be higher 
given they offer better growth and margin 
expansion potential.

Limited access to capital
The typical MVNO looking for capital in 
the near term is likely to struggle garner-
ing interest from investors, let alone real-
izing targeted valuations. Investors today 
are spoiled with numerous opportunities 
across sectors and technologies. Many 
of these opportunities feature proprietary 
technology, stronger margin profiles, and 
valuations that are down from peak levels. 
Against this backdrop, we believe only 
tightly run MVNOs with above-industry-av-
erage margins and readily apparent propri-
etary technology or capabilities will realisti-
cally be considered for funding. Those that 
pass muster on these criteria will likely face 
more intense scrutiny to validate claims 
relative to previous years, when several 
providers purporting to have proprietary 

technology received significant funding at 
lofty valuations despite being little more 
than branded resellers.

Impact of eSIMs
Embedded SIMs could shift power away 
from MVNOs. Today, connectivity provid-
ers, including MVNOs, have a significant 
amount of power due to their control over 
physical SIMs, which unlike eSIMS can be 
removed from their devices. Most MVNOs 
have their own branded physical SIMs. 
These SIMs contain profiles and authen-
tication keys devices need to access the 
mobile networks of carriers that MVNOs 
have established relationships with. 
MVNOs contract third parties to make and 
configure these SIMs with the appropriate 
profiles and keys. By contrast, eSIM manu-
facturers, which include some of the largest 
semiconductor and chipset companies, 
control the profiles and other information 
loaded onto eSIMs. While many profiles 
can be stored on an eSIM and eSIMs can 
be updated remotely, some MVNOs have 
suggested eSIM manufacturers will lever-
age their greater control over eSIMs to only 
support their preferred data providers and 
limit MVNO access unless they pay a per-
unit fee. 

As eSIMs become more widespread, it’s 
worth monitoring this risk given the out-
sized negative impact it could have on 
branded reseller MVNOs by limiting cus-
tomer access or increasing MVNOs’ costs. 

OEMs as MVNOs
More OEMs are offering connectivity and 
are arguably MVNOs themselves. We 
have noticed an increase in the number of 
OEMs offering connectivity alongside their 
products, whether they are finished goods 
or components for other products. Many 
OEMs have entered relationships with 
MNOs, leveraging their scale to procure 
connectivity at competitive rates. They typ-
ically either bundle this connectivity with 
their physical products under a one-time 
charge, sell it as part of a monthly recurring 
service with an end-user application, or 
sell it as a standalone option. Since these 

SIM card types

Source: CSL Group.
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OEMs purchase connectivity from multiple 
MNOs and resell it, they are functionally de 
facto MVNOs.

Adding connectivity makes sense for 
OEMs, as it enables them to deliver more 
value to customers more quickly by reduc-
ing the number of vendors customers need 
to deal with to assemble an end-to-end 
solution. Further, we believe large OEMs 
will have a measure of control over eSIMs 
(alongside semiconductor and chipset 
companies), which should enable them to 
provide their customers increasingly de-
manded network switching flexibility. We 
believe the number of OEMs offering con-
nectivity will continue to rise for a couple 
reasons. First, offering connectivity is a 
way for OEMs to differentiate, create stick-
iness, and remain competitive. Second, im-
provements in technology and the advent 
of MVNEs have made it easier for virtually 

any company to launch and support con-
nectivity services. While we think OEMs 
with connectivity will take some market 
share from pure IoT connectivity providers, 
we don’t expect the impact to be dire, as 
OEMs are generally not well equipped to 
sell services and support given most lack 
relevant systems and expertise.

A COMPLEX AND DYNAMIC SECTOR
Creativity and competition have conspired 
to create a complex, dynamic and rapid-
ly evolving market in the MVNO sector. 
Careful study aimed at understanding 
which models create the most value for IoT 
solution providers will be key to sorting out 
winners and losers. We hope readers find 
this analysis a useful framework for making 
this assessment.
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