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 y We present our annual analysis of 
publicly traded, enterprise-focused 
cybersecurity firm performance. We 
highlight that 2024 aggregate revenue 
grew 16.7%, substantially slower than 
2023’s 21.9% growth and 2022’s 30.8% 
growth. Average 2024 revenue growth 
was 16.6%, better than initial guidance 
for 15.1% growth on average; initial 2025 
growth guidance is 13.4% on average.

 y 2024 was a rare year of across-the-
board profitability for our cybersecurity 
group and a rare year of across-the-
board profit-guidance beats. We think 
this indicates the sector has matured to 
a point where profitability and revenue 
growth are more or less equally import-
ant to investors: There is a strong posi-
tive correlation between the past year’s 
cybersecurity stock price changes and 
the sums of expected revenue growth 
rates and profit margins (the metrics 
used in the Rule of 40).

 y We continue to see a trend toward 
increased market capitalization concen-
tration among the publicly traded cyber-
security companies. These large, estab-
lished companies are well positioned to 
continue growing profitably, making it 
difficult for smaller competitors to chal-
lenge them in their core product areas.

 y However, innovative, cloud-native 
companies continue to outperform 
on growth, showing that technolog-
ical differentiation and market focus 
remain powerful drivers of performance. 
Innovative, specialized companies tar-
geting topical growth areas can profit-
ably grow at above-average rates and be 
well rewarded in the capital markets.

HOW WE LOOKED AT THE MARKET 
This report presents our annual analysis of 
publicly traded, enterprise-focused cyber-
security firms’ performance. 

To be included in this year’s analysis of 
stock performance, companies had to 
be listed on a U.S. exchange, have most-
recent-year revenue greater than $100 
million, derive the vast majority of their 
business from supplying cybersecuri-
ty solutions to businesses and govern-
ment customers, and have been public 
for all of 2024. Relative to our most recent 
annual analysis in April 2024, we removed 
SecureWorks (SCWX) due to its acquisi-
tion by Thoma Bravo’s Sophos. We also 
removed Cisco Systems’ (CSCO) cyberse-
curity revenue, which only appeared in the 
revenue growth section, due to its acquisi-
tion of Splunk; we plan to add it back next 
year, as we’ll then have two years of com-
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parable company revenue. We also plan to 
add recent IPO and former Thoma Bravo 
portfolio company SailPoint (SAIL).

Consistent with our focus on busi-
ness-to-business companies, we again 
exclude consumer-focused cybersecurity 
companies such as Gen Digital (GEN), 
formerly known as Norton LifeLock. We 
perform our analysis at the end of the first 
quarter so that we can include reported 
full-year data (as opposed to estimates), 
including several companies whose fiscal 
year ends in January, and so we can con-
sider company guidance for 2025.

2024 REVENUE GROWTH SLOWED 
We present revenue and revenue growth 
by company in Table 1 and conclude cyber-
security demand growth slowed in 2024 
but that cybersecurity remains a fast-grow-

ing, dynamic market. Aggregate 2024 
revenue for these companies grew 16.7% to 
$33.0 billion.

This is the second consecutive year of 
deceleration in aggregate revenue growth 
since the substantial revenue uplift in 2021 
and 2022. The aggregate 2024 revenue 
growth rate declined by 5.1 points, the 
average by 3.2 points and the median by 
7.4 points. The 2024 aggregate growth rate 
was more in line with the growth rates seen 
in 2018 through 2020 for the comparable 
public company set of companies that we 
analyzed in our reports at that time. We 
believe the broader cybersecurity indus-
try is growing more slowly than this group 
of public companies, as we regularly see 
industry growth estimates in the high-sin-
gle-digit and low-double-digit percentage 
ranges, fairly close to the growth rates for 
Check Point (CHKP), Radware (RDWR), 
and OneSpan (OSPN).

TABLE 1: Revenue and revenue growth 2022 to 2024 (sorted by 2024 growth, dollars in millions)
Change

2021 2022 2023 2024 2022 2023 2024

CyberArk (CYBR)  $502.9  $591.7  $751.9  $1,000.7 17.7% 27.1% 33.1%

Sentinel One (S)1  $204.8  $422.2  $621.2  $821.5 106.1% 47.1% 32.2%

Crowdstrike (CRWD)¹  $1,451.6  $2,241.2  $3,055.6  $3,953.6 54.4% 36.3% 29.4%

Cloudflare (NET)  $656.4  $975.2  $1,296.7  $1,669.6 48.6% 33.0% 28.8%

Zscaler (ZS)2  $859.6  $1,348.0  $1,895.5  $2,421.9 56.8% 40.6% 27.8%

Okta (OKTA)1  $1,300.0  $1,858.0  $2,263.0  $2,610.0 42.9% 21.8% 15.3%

Palo Alto Networks (PANW)2  $4,857.5  $6,155.7  $7,527.4  $8,570.5 26.7% 22.3% 13.9%

Tenable (TENB)¹  $541.1  $683.2  $798.7  $900.0 26.3% 16.9% 12.7%

Fortinet (FTNT)  $3,342.2  $4,417.4  $5,304.8  $5,955.8 32.2% 20.1% 12.3%

Varonis Systems (VRNS)  $390.1  $473.6  $499.2  $551.0 21.4% 5.4% 10.4%

Qualys (QLYS)  $411.2  $489.7  $554.5  $607.6 19.1% 13.2% 9.6%

Rapid7 (RPD)  $535.4  $685.1  $777.7  $844.0 28.0% 13.5% 8.5%

Check Point (CHKP)  $2,166.8  $2,329.9  $2,414.7  $2,565.0 7.5% 3.6% 6.2%

Radware (RDWR)  $286.5  $293.4  $261.3  $274.9 2.4% -11.0% 5.2%

OneSpan (OSPN)  $214.5  $219.0  $235.1  $243.2 2.1% 7.4% 3.4%

Total $17,721 $23,183 $28,257 $32,989 30.8% 21.9% 16.7%

Average company growth 32.8% 19.8% 16.6%

Median company growth 26.7% 20.1% 12.7%

Source: Company data, Capital IQ, First Analysis.

Notes: (1) Revenue and growth rates are based on CRWD’s, OKTA’s, and S’s reported revenue for their fiscal years ended 
January of 2021, 2022, 2023, and 2024. 
(2) Revenue and growth rates are based on ZS’s and PANW’s reported revenue for the four quarters through January 
(their fiscal Q2) in 2021, 2022, 2023, and 2024.
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For the second year in a row, the cloud-fo-
cused companies, including Sentinel One 
(S), CrowdStrike (CRWD), Cloudflare (NET) 
and Zscaler (ZS) grew the fastest. All of 
these companies grew faster than 27% in 
2024 and faster than 33% in 2023, under-
scoring their continued momentum despite 
the slight revenue deceleration. CyberArk 
(CYBR), the leading identity and access 
management company, led the broad group 
with 33.1% 2024 revenue growth. The larger 
companies in our analysis, particularly 
Palo Alto Networks (PANW) and Fortinet 
(FTNT), which have often outperformed 
the broad group, grew more in line with 
the group in 2024: 13.9% for Palo Alto and 
12.3% for Fortinet. We believe this sug-
gests the industry has entered a new, more 
mature phase, and we explore this dynamic 
in more depth below.

We acknowledge the limitations of using 
revenue growth as a proxy for demand. 
These include:

 y A significant and growing number of 
companies in this analysis recognize 
most of their revenue from contracts 
already booked (i.e., from deferred 
revenue balances), making bookings or 
changes in short-term deferred revenue 
better indicators of current demand.

 y As companies transition to more sub-
scription sales, reported revenue is de-
pressed relative to actual demand during 
the transition. For example, CyberArk 
has finished such a transition, having ac-
celerated its revenue growth from levels 
under 10% in 2020 and 2021 to 17.7% in 
2022, 27.1% in 2023 and 33.1% in 2024. In 
its fourth-quarter results, the company 
reported recurring revenue is now 93% 
of total revenue, up from 90% last year, 
and fourth-quarter subscription reve-
nue grew 61.7% year-over-year. Varonis 
Systems (VRNS) is now going through 
a similar transition: It finished the fourth 
quarter with 53% of total company annu-
alized recurring revenue (ARR) coming 
from subscription, up 30 points from 23% 
a year prior, and the company believes 
the transition can proceed even faster 
in 2025. Due to this ongoing transition, 

Varonis’ 2024 revenue increased only 
10.4% (but this was an improvement from 
2023). 

 y Our analysis includes acquired reve-
nue. In most cases this year, acquired 
revenue did not materially affect growth 
rates, but there are instances where it 
causes some distortion. We try to call 
these out in our analysis.

Despite these limitations, we feel revenue 
metrics are among of the best ways to 
gauge industry health and growth. Other 
metrics, such as bookings, can become 
materially distorted due to changes in con-
tract duration, lumpy big deals and many 
other factors.

CYBERSECURITY STOCKS APPRECIATE IN LINE 
WITH INDEXES, LARGE MARKET CAP STOCKS 
CONTINUE TO ACCOUNT FOR MORE OF THE 
TOTAL CAP
The average stock price appreciation over 
the one-year period ended March 31 was 
5% (10% median), only slightly below the 
Nasdaq’s 6% gain and the S&P 500’s 7% 
gain. Over the three years ended March 31, 
the average stock price gain for the group 
was far below the major index’s gains, 
while over five years, the group performed 
much better than those indexes. On a 
market-cap-weighted basis, the group’s 
performance beat or matched the index-
es in all three periods, as shown in Table 
2. We think the divergence between the 
straight average changes and the mar-
ket-cap-weighted changes is notable and 
points to the increased importance of the 
larger-market-cap companies, as further 
discussed below.  

Eight of the 15 cybersecurity companies 
outperformed the Nasdaq in the one-year 
period. Fortinet led with its 41% one-year 
stock price increase and contributed the 
most of any company (7 points) to the 
group’s market-cap-weighted gain of 
18%. CheckPoint, OneSpan and CyberArk 
followed closely, all with one-year stock 
gains of 27% or more. Last year, we noted 
OneSpan’s management change and 
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January 2024 hiring of a new interim CEO. 
Over the one-year period ended March 31, 
the stock appreciated 31%, partly recover-
ing from the previous year’s 33% decline. 
Despite the strong year, the company 
remains the second-worst performer in 
the group for five-year stock price change. 
Palo Alto, with the largest market cap in 
the group, gained 20% over the one-year 
period. Five stocks declined in the period, 
all by more than 10%: Varonis Systems, 
Sentinel One, Qualys (QLYS), Tenable 

(TENB), and Rapid7 (RPD). Sentinel One 
finished fiscal 2025 (January) with its first 
quarter of positive non-GAAP operating 
margin. The company delivered indus-
try-leading revenue growth and continues 
to build operational leverage to support 
profitability. We will see if this shift can lead 
to improved stock price performance. All 
the other companies that saw their stock 
price decline reported revenue growth 
below the group’s average.

TABLE 2: Cybersecurity stock price and market cap analysis

(Market cap. in millions) 03/31/2020 03/31/2022 03/31/2024 03/31/2025 Change

Mkt. cap Price Mkt. cap Price Mkt. cap Price Mkt. cap Price 5-YR 3-YR 1-YR

Cybersecurity companies (ranked by 2025 percentage price change)

Fortinet (FTNT) $17,453 $20.23 $54,957 $68.35 $52,123 $68.31 $74,021 $96.26 376% 41% 41%

Check Point (CHKP) $14,629 $100.54 $18,361 $138.26 $19,188 $164.01 $24,699 $227.92 127% 65% 39%

OneSpan (OSPN) $729 $18.15 $578 $14.44 $439 $11.63 $582 $15.25 -16% 6% 31%

CyberArk (CYBR) $3,262 $85.56 $6,764 $168.75 $11,239 $265.63 $16,717 $338.00 295% 100% 27%

Palo Alto (PANW) $16,348 $27.33 $61,308 $103.75 $91,689 $142.07 $112,981 $170.64 524% 64% 20%

Cloudflare (NET) $7,106 $23.48 $38,792 $119.70 $32,696 $96.83 $38,862 $112.69 380% -6% 16%

Radware (RDWR) $988 $21.07 $1,471 $31.97 $782 $18.72 $923 $21.62 3% -32% 15%

Crowdstrike (CRWD) $11,872 $55.68 $52,403 $227.08 $77,541 $320.59 $87,395 $352.58 533% 55% 10%

Zscaler (ZS) $7,872 $60.86 $34,041 $241.28 $28,867 $192.63 $30,701 $198.42 226% -18% 3%

Okta (OKTA) $15,010 $122.26 $23,655 $150.96 $17,513 $104.62 $18,267 $105.22 -14% -30% 1%

Varonis (VRNS) $1,949 $21.22 $5,111 $47.54 $5,146 $47.17 $4,553 $40.45 91% -15% -14%

Sentinel One (S) NA NA $10,340 $38.74 $7,226 $23.31 $5,993 $18.18 NA -53% -22%

Qualys (QLYS) $3,401 $86.99 $5,558 $142.41 $6,170 $166.87 $4,594 $125.93 45% -12% -25%

Tenable (TENB) $2,173 $21.86 $6,344 $57.79 $5,839 $49.43 $4,208 $34.98 60% -39% -29%

Rapid7 (RPD) $2,176 $43.33 $6,461 $111.24 $3,040 $49.04 $1,696 $26.51 -39% -76% -46%

Total $104,967 $326,142 $359,499 $426,191

Median 109% -12% 10%

Average 185% 3% 5%

Market capitalization weighted average 275% 24% 18%

Indexes

Nasdaq Composite 7,700.10 14,220.52 16,379.46 17,299.29 125% 22% 6%

Russell 2000 1,153.10 2,070.13 2,124.55 2,011.91 74% -3% -5%

S&P 500 2,584.59 4,530.41 5,254.35 5,611.85 117% 24% 7%

Stocks with return above Nasdaq 7 5 8

Stocks with positive return 11 6 10

Total number of stocks in category 14 15 15

Percent of stocks outperforming Nasdaq 50% 33% 53%

Source: First Analysis, Capital IQ.
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INCREASED CONCENTRATION OF MARKET CAP 
OF LARGEST PLAYERS
In the chart below, we analyze the con-
centration of the top three cybersecurity 
companies by market capitalization from 
each of our prior annual analyses. Prior 
to our 2022 report, the set of compa-
nies comprising the top three varied from 
year to year, but our 2022 report showed 
the beginning of a new trend—Palo Alto, 
Fortinet, and CrowdStrike have consis-
tently held these positions. Further, these 
three companies account for an increasing 
proportion of total market capitalization. As 
of March 31, they accounted for 64.4% of 
the total market capitalization, significantly 
more than 50% in March 2022 and 38.9% 
for the three largest-market-cap compa-
nies in December 2019. Palo Alto, Fortinet, 
and CrowdStrike are beginning to domi-
nate, and we believe it is an indication of 

the increased maturity of the cybersecurity 
market. We will continue to monitor this 
concentration going forward.

INITIAL GUIDANCE FOR 2024 WAS 
CONSERVATIVE, 2025 EXPECTATIONS SUGGEST 
REVENUE GROWTH WILL SLOW FURTHER
The revenue growth slowdown anticipat-
ed in 2024 guidance was less severe than 
anticipated. Initial fiscal-year guidance 
for 2024 was for 15.1% revenue growth on 
average (median 10.1%). This was 5.4 points 
below 2023’s 20.5% actual average growth 
on a fiscal-year basis, which in turn was 7.7 
points below 2022’s 28.2%. 2024 actual av-
erage revenue growth on a fiscal-year basis 
came in at 17.2%, 2.1 points greater than 
initial guidance. Based on initial fiscal-year 
guidance for 2025 of 13.4% revenue growth 
on average (median 12.1%), these com-
panies expect another year of materially 

TABLE 3: Cybersecurity market capitalization concentration of top three constituents ($ in billions)

PANW
PANW PANW

PANW
PANW

FTNT

FTNT FTNT

FTNT

FTNTCRWD
CRWD

CRWD

CRWD

SPLK

$165.3 

$334.5 

$232.6 

$360.5 

$426.2 

38.9% 50.0%

59.9%

61.7%
64.4%

2019 report
12/31/2019

2021 report
3/28/2022

2022 report
3/27/2023

2023 report
3/25/2024

2024 report
3/31/2025

All other constituents' market capitalization

Top 3 market cap concentration - %

Source: First Analysis.

Notes: We did not publish an annual analysis for 2020 performance.
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slower growth. Should 2025 guidance be 
accurate, actual 2025 revenue, on a fis-
cal-year basis, will grow at less than half 
the rates seen in 2022 and will fall below 
the growth rates seen in the years leading 
up to the pandemic.

REVENUE PERFORMANCE ABOVE GUIDANCE, 
EARNINGS SIGNIFICANTLY OUTPERFORM
We believe comparisons between 2024 
guidance and actual results also show 
management teams heeded the stock 
market’s continued shift toward valuing 
profitability, albeit with growth still an im-
portant factor. We compare initial guidance 
to actual results (Table 4) for a few reasons. 
First, the comparison provides an indica-
tion of whether demand over the course 
of the year strengthened (with companies 
materially beating their initial revenue 
guidance) or weakened (companies falling 
short of initial guidance). Second, when 

we bring stock price into the analysis, we 
have historically been able to draw some 
conclusions about how investors perceive 
the relative importance of revenue growth 
versus profitability.

Actual 2024 revenue finished 2% above ini-
tial guidance on average. We find this per-
formance, like 2022’s performance, relative-
ly typical. By contrast, 2023 actual revenue 
fell short of guidance by 1% on average, 
which we believe reflected the weakening 
market, and 2021 actual revenue beat guid-
ance by a very unusual 7% on average.  

While most companies reported actual 
2024 revenue within a few percent of initial 
revenue guidance, there were a few outli-
ers. CyberArk beat its guidance by 8.2%, 
and Zscaler beat by 5.4% (they posted 
similar beats in 2023). Over the one-year 
period ended March 31, CyberArk’s stock 
appreciated substantially, and the gains 
were near the top of the range, whereas 
Zscaler’s stock appreciated more in line 
with the average. On the other end, three 

TABLE 4: 2024 revenue and EPS initial guidance compared to actual results (sorted by revenue difference)*

($ in millions 
except per-share data)

Year 
end

Revenue EPS

Guidance Reported % Difference Guidance Reported $ Difference % Difference

CyberArk (CYBR) Dec $925 $1,001 8% $1.72 $3.03 $1.31 76%

Zscaler (ZS) Jul $2,058 $2,168 5% $2.23 $3.19 $0.97 43%

Okta (OKTA) Jan $2,500 $2,610 4% $2.27 $2.81 $0.55 24%

Fortinet (FTNT) Dec $5,765 $5,956 3% $1.68 $2.37 $0.70 41%

Radware (RDWR) Dec $267 $275 3% $0.65 $0.87 $0.22 34%

Varonis Systems (VRNS) Dec $541 $551 2% $0.12 $0.31 $0.19 158%

Cloudflare (NET) Dec $1,650 $1,670 1% $0.59 $0.75 $0.17 28%

SentinelOne (S) Jan $815 $822 1% $0.02 $0.05 $0.03 150%

Check Point (CHKP) Dec $2,550 $2,565 1% $9.00 $9.16 $0.16 2%

OneSpan (OSPN) Dec $242 $243 0% $0.98 $1.32 $0.34 35%

Qualys (QLYS) Dec $605 $608 0% $5.11 $6.13 $1.02 20%

Tenable (TENB) Dec $900 $900 0% $1.07 $1.29 $0.23 21%

Crowdstrike (CRWD) Jan $3,957 $3,950 0% $3.87 $3.93 $0.06 2%

Rapid7 (RPD) Dec $852 $844 -1% $2.16 $2.28 $0.13 6%

Palo Alto Networks (PANW) Jul $8,175 $8,028 -2% $5.34 $5.67 $0.34 6%

Average 2%

Median 1%

Source: First Analysis, company reports, Capital IQ.

Notes: * For July and December year-end companies, we show fiscal 2024 figures; for January year ends, we show fiscal 2025 
figures. For companies lacking initial revenue and/or EPS guidance, we show initial consensus estimates as of approxi-
mately one week after reported year-end results. EPS = earnings per share.
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companies slightly missed initial guidance: 
Palo Alto missed by 1.8%, Rapid7 by 0.9%, 
and Crowdstrike by 0.2%. Among those, 
only Rapid7’s stock declined (by 46%). 
Palo Alto’s stock appreciated by twice the 
group’s median stock appreciation, and 
CrowdStrike’s stock appreciation was con-
sistent with the median. This contrasts with 
last year, when nine companies missed 
revenue guidance but still saw strong stock 
price appreciation.

ALL COMPANIES SHOWCASE POSITIVE NON-
GAAP EARNINGS PER SHARE IN 2024
In last year’s report, we noted the shift of 
investor sentiment to favor companies with 
high free cash flow and profitability over 
companies with spectacularly high growth 
rates if they came with high rates of invest-
ment in their businesses (i.e., high cash 
burn and operating losses). Last year’s 
analysis showed increased profitability 
corresponded to stock price appreciation. 
This year, all companies provided guidance 
for positive non-GAAP earnings per share 
(EPS), and all beat this initial guidance. 

Notably, CyberArk beat its initial indica-
tions by $1.31, reporting $3.03 in non-GAAP 
EPS. It’s unusual to see every company in 
the group be profitable, and it’s unusual to 
see every company beat its initial earnings 
guidance. To see both happen in one year 
is extraordinary. We do not recall another 
year of across-the-board profitability, nor 
do we recall another year of across-the-
board earnings beats. For comparison with 
recent years, five companies forecasted 
non-GAAP loss per share in 2022, and two 
missed their targets, while two companies 
forecasted losses in 2023, and one missed 
its target.

This year, we also analyzed companies’ 
non-GAAP EBIT margin historical perfor-
mance and 2025 guidance. For compa-
nies that did not provide EBIT guidance, 
we used EBITDA margin guidance, which 
provides a similar view of company profit-
ability. For 2024, actual margins increased 
by 630 basis points on average, a notable 
jump that followed 2023’s even stronger 
730 basis point average increase. Guidance 
for 2025 suggests margins will be flat, sig-
naling management teams expect to sus-
tain these solid profit margin gains.

TABLE 5: Correlation of 2025 Rule of 40 guidance to one-year stock price change

QLYS

CYBR

CHKPFTNT

PANW

CRWD
ZS

NET

OKTA

OSPN

TENB
S

VRNS

(45%)

(35%)

(25%)

(15%)

(5%)

5%

15%

25%

35%

45%

10% 15% 20% 25% 30% 35% 40% 45% 50%
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Implied 2025 Rule of 40 guidance

Correlation: 0.62

Source: First Analysis.
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STOCK PERFORMANCE CORRELATED WITH THE 
RULE OF 40
Usually, the cybersecurity group’s stock 
price changes strongly correlate with either 
revenue beats (most years we have been 
following the industry) or EPS beats. This 
year, neither metric strongly correlated. 
The correlation with revenue beats was 
only 0.32, and it was negative 0.20 for EPS 
beats. In 2020, the correlation between 
stock price change and revenue outper-
formance was 0.65, and in 2022, with data 
normalized for some unusual items, it was 
0.5.

Our search for what other factors might 
have driven stock price changes over the 
one-year period ended March 31 led us to 
the Rule of 40. The Rule of 40 holds that 
a SaaS company’s revenue growth rate 
when added to its free cash flow margin 
should equal 40% or higher. In our analy-
sis, we used EBITDA margin or non-GAAP 
EBIT margin, when available. (We removed 
Radware from the analysis because it did 
not provide guidance for EBIT or EBITDA in 
2025.) We calculated a 0.62 correlation be-
tween stock price change and implied 2025 
Rule of 40 guidance.

We plotted the these values in Table 5. 
Nearly all the stocks that declined over the 
one-year period provided 2025 guidance 
implying a Rule of 40 value below 40%. The 
exception was Qualys, which had the high-
est 2025 Rule of 40 guidance (49%) and 
saw its stock decline by 25%. The notable 
outlier on the stock appreciation side was 
OneSpan, whose 2025 guidance implied a 
Rule of 40 value well below 40% but whose 
stock appreciated 31%. We attribute this to 
positive investor sentiment about the com-
pany’s early 2024 management change.

The seven companies whose 2025 guid-
ance implied a Rule of 40 value above 40% 
saw an average stock price increase of 
16.5% (median 20.1%). This average was 12 
points above the broader group’s average 
stock price increase, and the median was 
10 points above the broader group’s median 
gain. This suggests investors now value 
balanced growth and profitability over 

either factor alone and underscores the 
importance of the Rule of 40 for valuations 
in the cybersecurity sector.

DYNAMICS OF A MATURING MARKET
The cybersecurity market continues to 
expand at a healthy pace, but the dynam-
ics of growth and competition are evolving. 
As noted, revenue growth among publicly 
traded cybersecurity companies has con-
tinued to slow, and profit margins have 
increased significantly. We think this in-
dicates the sector has matured to a point 
where profitability and revenue growth are 
more or less equally important to investors. 
The increasing concentration of market 
capitalization among the top three public 
companies is another sign of the sector’s 
increased maturity. These large, estab-
lished companies—with broad customer 
bases and efficient distribution models—
are well positioned to continue growing 
profitably, making it difficult for smaller 
competitors to challenge them in their core 
product areas.

However, success in cybersecurity is not 
limited to the largest players. Innovative, 
cloud-native companies continue to outper-
form on growth, demonstrating that tech-
nological differentiation and market focus 
remain powerful drivers of performance. 
Companies like SentinelOne, CrowdStrike, 
Cloudflare and Zscaler all posted revenue 
growth above 27% in 2024. Additionally, 
CyberArk continues to see increasing 
success with its leadership in identity 
security and access management. These 
trends highlight that innovative, specialized 
players targeting topical growth areas can 
profitably grow at above-average rates and 
be rewarded in the capital markets.   

Beyond the publicly traded cybersecuri-
ty companies analyzed in this report, the 
broader cybersecurity landscape also 
includes large technology companies with 
dedicated cybersecurity divisions as well 
as many private-equity-backed companies. 
Public technology giants like Microsoft 
(MSFT), Broadcom (AVGO), Google 
(GOOG) and Cisco continue to increase 
attention on cybersecurity initiatives and 
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are focused on expanding their current 
product lines with additional cybersecurity 
tools and features, often through acquisi-
tion. Meanwhile, private equity firms, partic-
ularly Thoma Bravo, continue to build their 
cybersecurity portfolios with acquisitions 
of private and formerly public companies 
like Dark Trace, Ping Identity, ForgeRock, 
and SailPoint (which recently went public 
again). Some of these private equity firms’ 
aggregate cybersecurity holdings rival or 
exceed the leading public companies in 
employee count and revenue. However, 
because they generally operate their ac-
quired companies separately, they aren’t 
viewed in the same leadership light as the 
large publicly traded cybersecurity compa-
nies. Additionally, private equity ownership 
sometimes prioritizes operational efficiency 
and profitability over aggressive innovation 
and market expansion, which can affect 
their long-term competitive positioning.

CONCLUDING THOUGHTS
As the cybersecurity market matures, 
success is becoming more selective, and 
not all companies will benefit equally. 
Smaller-cap, lower-growth cybersecurity 
companies face increasing challenges in 
sustaining momentum. Given all the com-
panies we analyzed in this report generat-
ed non-GAAP earnings in 2024, profitability 
alone is no longer a differentiator—it is 
an expectation. Further, companies with 
slower growth trajectories may struggle 
to stand out as competition for enterprise 
spending intensifies. While opportunities 
remain for companies that can carve out 
niches through technological innovation 
or strategic positioning, particularly in 
emerging high-growth areas, those lacking 
strong, profitable growth or a clearly differ-
entiated competitive advantage may find it 
increasingly difficult to thrive in an environ-
ment where scale or radical innovation are 
increasingly essential for success.
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Cybersecurity index: Soared in February 
but now back to earth

The First Analysis Cybersecurity Index 
gained 6% over the one-year period ended 
April 4, outperforming the Nasdaq by 10.6 
points and the S&P 500 by 9.0 points. The 
cybersecurity index’s gain over the period 
peaked at 44% in mid-February, and it 
subsequently declined during the recent 
market sell-off along with the other indexes 
due to the rising concerns around tariffs.

Of the 17 cybersecurity stocks, six appreci-
ated by more than 10%, led by Checkpoint 
(CHKP), up 31.5%, and Trend Micro, up 
30.8%. Palo Alto (PANW), the largest-cap-
italization company in the space, account-
ed for 3.4 points of the index’s total gain. 
Fortinet (FTNT), the third-largest-capital-
ization company, accounted for another 2.8 
points. Of the eleven other stocks, seven 

Cybersecurity public comparables*
($ in millions)

LTM 
revenue

Revenue growth
LTM 

gross 
margin

LTM  
EBITDA 
margin

Enterprise value / 

Company
2024A 

- 2025E
2025E - 
2026E

Revenue EBITDA1

2025E 2026E 2025E 2026E

Check Point Software Tech. (CHKP)  $2,565.0 6.1% 5.6% 88.5% 36.4% 7.57x 7.16x 17.3x 17.3x

Cloudflare (NET)  1,669.6 25.6% 26.5% 77.3% (2.2%) 15.78x 12.48x NMF NMF

CrowdStrike (CRWD)  3,953.6 21.1% 22.0% 74.9% 2.6% 15.92x 13.05x NMF NMF

CyberArk Software (CYBR)  1,000.7 31.5% 19.9% 79.2% (1.1%) 10.90x 9.09x 49.5x 49.5x

Fortinet (FTNT)  5,955.8 13.7% 13.1% 80.6% 32.3% 9.18x 8.11x 26.7x 26.7x

Okta (OKTA)  2,610.0 9.7% 9.9% 76.3% 1.0% 5.04x 4.58x 20.1x 20.1x

OneSpan (VDSI)  243.2 2.3% 5.3% 72.4% 24.3% 1.82x 1.73x 6.1x 6.1x

Palo Alto Networks (PANW)  8,570.5 14.5% 13.5% 73.9% 15.9% 10.13x 8.92x 32.6x 32.6x

Qualys (QLYS)  607.6 7.2% 7.1% 81.7% 33.9% 5.83x 5.44x 14.1x 14.1x

Radware (RDWR)  274.9 6.7% 7.3% 80.6% 2.6% 2.04x 1.90x NA NA

Rapid7 (RPD)  844.0 2.6% 5.4% 70.3% 9.5% 2.32x 2.20x 13.2x 13.2x

SailPoint (SAIL)  861.6 19.8% 19.6% 64.5% 5.6% 9.50x 7.95x 37.2x 37.2x

SentinelOne (S)  821.5 23.1% 22.5% 74.3% (36.4%) 4.82x 3.93x NMF NMF

Tenable Holdings (TENB)  900.0 8.9% 8.7% 77.8% 3.8% 3.77x 3.47x 16.0x 16.0x

Trend Micro (TSE: 4704)  1,848.5 6.1% 6.0% 76.2% 28.3% 3.66x 3.45x 12.3x 12.3x

Varonis Systems (VRNS)  551.0 12.7% 15.9% 83.0% (18.1%) 6.19x 5.34x NMF NMF

Zscaler (ZS)  2,421.9 19.7% 20.2% 77.9% (2.4%) 8.76x 7.29x 34.3x 34.3x

Average  $2,100.0 13.6% 13.4% 77.0% 8.0% 7.25x 6.24x 23.3x 23.3x

Median  $1,000.7 12.7% 13.1% 77.3% 3.8% 6.19x 5.44x 18.7x 18.7x

Source: Capital IQ, First Analysis.

Notes: * Public comparable company data shown above is as of April 4, 2025.
(1) EBITDA multiples less than 0 and greater than 50 labeled “not meaningful” (NMF). LTM = last 12 months. EBITDA = earnings before 
interest, taxes, depreciation and amortization.
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declined over the period, all by more than 
20%, including Rapid7 (RDP), Tenable 
(TENB), Qualys (QLYS) and Sentinel One 
(S).

The index’s enterprise value multiple of 
trailing-12-month revenue as of April 4 was 
10.7, down slightly from 11.5 at the beginning 
of the one-year period and down from its 
peak of 15.0 on Feb. 18. It is still well above 
the Nasdaq’s 4.0. The average enterprise 
value multiple of estimated revenue is 7.3 
for 2025 and 6.2 for 2026. CrowdStrike 
(CRWD) trades at the highest multiple for 
estimated 2025 revenue (15.9) and estimat-

ed 2026 revenue (13.1), narrowly ahead of 
Cloudflare (NET) with a 15.8 multiple for 
2025 and 12.5 for 2026. The group’s reve-
nue growth on average is expected to be 
13.6% in 2025, up slightly from 13.0% in our 
January report.

We have removed one constituent from the 
index, Darktrace, following its acquisition 
by Thoma Bravo. We have added SailPoint 
(SAIL), which returned to the public market 
with its Feb. 13 offering after having been 
taken private by Thoma Bravo in 2022. The 
metrics above reflect these changes for the 
current period.

First Analysis Cybersecurity Index 1-year performance
 Cybersecurity      NASDAQ      S&P 500

Index price1
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Notes: (1) Index performance is weighted by market cap. For the period from April 5, 2024, through April 4, 
2025.
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Cybersecurity M&A: Notable transactions 
include Wiz and Zilla Security

We highlight two noteworthy cybersecuri-
ty merger and acquisition announcements 
from the quarter:

On March 18, Google announced its acqui-
sition of Wiz, a New York-based cloud se-
curity platform, for $32 billion in an all-cash 
transaction. Wiz, founded in 2020, offers an 
agentless solution based on an application 
programming interface. It secures infra-
structure across AWS, Azure, Oracle Cloud 
and Kubernetes environments, providing 

unified risk visibility, vulnerability man-
agement, identity exposure analysis and 
threat detection. Media reports cited Wiz 
ARR figures in the range of $500 million to 
$700 million, implying a valuation at least 
45 times ARR. Wiz is expected to strength-
en Google Cloud’s position in multi-cloud 
security, accelerate innovation in artifi-
cial-intelligence-driven threat prevention, 
and broaden its customer reach across 
enterprise, government and public sector 
clients. Wiz is expected to continue oper-

Wiz’s Security Graph analyzes the relationships between technologies running in the cloud and prioritizes 
issues that have the highest probability of being exploited

Source: Wiz.
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ating independently within Google Cloud, 
with its platform remaining available across 
all major cloud providers. The acquisition is 
expected to close in 2026.

On Feb. 12, CyberArk (CYBR), part of the 
First Analysis Cybersecurity Index, an-
nounced an agreement to acquire Zilla 
Security, a Boston-based provider of soft-
ware for identity governance and adminis-
tration, for $175 million ($165 million in cash 
and a $10 million earn-out). Zilla reported 
ARR of $5 million as of December 2024, 
implying a transaction multiple of 35. Zilla’s 
platform automates identity compliance 
and provisioning processes, providing rapid 
deployment and extensive application inte-
grations. Zilla is expected to expand the ca-
pabilities of CyberArk’s platform with tools 
for identity discovery and onboarding and 
automating life cycle management. 

Zilla Security’s essential components to its identity gov-
ernance and administration platform 

Source: Zilla Security.



14 First AnalysisApril 11, 2025

Select recent M&A transactions (sorted by date of announcement)
($ in millions)

Target business description Buyer
Enterprise 

value
Enterprise 
value/revDate Target

3/18/2025 Wiz Software to secure infrastructure across AWS, 
Azure, Oracle Cloud and Kubernetes environ-
ments, providing unified risk visibility, vulnerabil-
ity management, identity exposure analysis and 
threat detection

Alphabet (GOOG) $32,000.0 45.7x

3/17/2025 Cyral Data security platform that delivers real-time 
access monitoring, governance and protection 
for data in cloud services

Varonis Systems 
(VRNS)

Undisclosed Undisclosed

3/17/2025 NetWitness Monitoring platform with threat detection, con-
tent analysis and user behavior analytics

Partner One 
Capital

Undisclosed Undisclosed

3/3/2025 Identity 
Automation 
Systems

Identity and access management platform for 
education and government with single-sign-on 
and multifactor authentication tools and creden-
tial monitoring

Jamf (JAMF) $215.0 Undisclosed

2/13/2025 Zilla Security Software for identity governance and adminis-
tration

CyberArk (CYBR) $175.0 35.0x

2/11/2025 SafeBase Security status pages and continuous monitoring Drata $250.0 Undisclosed

2/10/2025 Traceable API-based application security platform that 
protects cloud-native apps from code-level to 
user activity

Harness Undisclosed Undisclosed

2/4/2025 DeepSurface 
Security

Risk management platform for automating risk 
analysis and prioritization across security teams

AttackIQ Undisclosed Undisclosed

1/28/2025 Identity Cloud-based security software for tracking and 
remediating identity and access risks across the 
cloud stack

JumpCloud Undisclosed Undisclosed

1/21/2025 Onshore Security Enterprise cybersecurity solutions provider for 
threat detection and IT security services

CyberMaxx Undisclosed Undisclosed

Source: Capital IQ, First Analysis.
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Cybersecurity private placements: Notable 
transactions include ReliaQuest and 
Cyberhaven

We highlight two noteworthy recent private 
placement announcements. 

On April 2, Cyberhaven, which provides 
artificial-intelligence-powered data secu-
rity software, announced a $100 million 
Series D funding round led by StepStone 
Group with participation from Schroders 

and Industry Ventures. The round brought 
Cyberhaven’s total funding to $250 million 
and valued the company at $1 billion—a 
seven-fold increase from a year ago. 
Cyberhaven’s data protection platform is 
powered by its proprietary large lineage 
model, which maps how sensitive data 
moves, transforms, and is used across 

Cyberhaven analyzes the events surrounding every piece of your data to classify and protect a 
much broader range of sensitive information

Source: Cyberhaven.
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endpoints, cloud and AI systems. This 
lineage-centric approach enables real-time 
observability and precision threat detec-
tion that stops threats to data as they are 
occurring. As data becomes increasingly 
fragmented due to AI, Cyberhaven offers a 
behavioral data security architecture that 
helps enterprises detect and stop misuse of 
critical information at high speed. With the 
new funding, Cyberhaven plans to expand 
the platform through acquisitions and inter-
nal development and to increase its market 
reach through aggressive go-to-market 
investments. 

At the end of March, ReliaQuest, a leader 
in AI-powered security operations, an-
nounced a $500 million growth funding 
led by EQT, KKR, and FTV Capital, with 
continued participation from Ten Eleven 
Ventures and Finback Investment Partners. 
The round valued ReliaQuest at $3.4 billion. 
ReliaQuest’s platform, GreyMatter, lever-
ages agentic AI models to automate de-
tection, investigation and response across 
over 200 security tools. ARR has surpassed 
$300 million and grown over 30% annual-
ly. ReliaQuest enables enterprise security 
teams to contain threats within five min-
utes, reduce investigation time by a factor 
of 20, and eliminate Tier 1 and Tier 2 work-
loads.

ReliaQuest’s GreyMatter platform automates detection and response to help security teams operate more 
efficiently 

Source: ReliaQuest.
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Select recent private placements (sorted by date of announcement)
($ in millions)

Raise 
type

Amount 
raised

Total 
amount 
raisedDate Company Business description Investors

4/2/2025 Cyberhaven Data detection and response platform 
that monitors and protects sensitive 
data across SaaS, endpoints and 
cloud infrastructure to prevent insider 
threats, data exfiltration and leaks

Adams Street; Redpoint; 
Industry Ventures; Schro-
ders; Khosla Ventures; 
StepStone Group

Series D $100.0 $250.0 

3/31/2025 ReliaQuest Security operations platform powered 
by AI that provides threat detection, 
investigation, intelligence, automated 
response, breach simulation and digital 
risk protection through its GreyMatter 
platform

FTV; KKR; Ten Eleven 
Ventures; Finback Part-
ners; EQT

Growth $500.0 $830.0 

3/11/2025 360 Privacy Digital executive protection platform 
that integrates cybersecurity and 
physical security to protect identities, 
assets and reputations of high-profile 
individuals through monitoring, auto-
mation and proprietary technology

FTV Growth $36.0 $36.0 

3/11/2025 Hawcx Passwordless authentication platform 
offering AI-based threat intelligence, 
device fingerprinting and adaptive 
authentication for secure access

Engineering Capital; Bold-
Cap

Pre-
Seed

$3.0 $3.0 

3/10/2025 Cybereason Extended detection and response 
platform offering endpoint protec-
tion, threat intelligence and incident 
response services to detect, analyze 
and remediate cyber threats across 
enterprise environments

SoftBank; Liberty 77 Cap-
ital

Series H $120.0 $879.4 

3/6/2025 Crogl Autonomous AI solution for security 
operations centers that detects threats 
and investigates alerts

Menlo Ventures Series A $25.0 $30.0 

3/5/2025 VulnCheck Cyber threat intelligence platform pro-
viding early access to vulnerability and 
exploit intelligence, IP intelligence and 
initial access attack data for proactive 
defense

In-Q-Tel; Sorenson Capital; 
Ten Eleven Ventures

Series A $12.0 $20.0 

2/28/2025 Island 
Technology

Enterprise browser that offers secure 
access, data protection, workflow 
automation, application visibility and 
zero-trust network access across 
SaaS and web apps

Insight Ventures; Sequoia 
Capital; Coatue; Georgian; 
CenterHarbor Canapi Ven-
tures; Cyberstarts

Series E $250.0 $550.0 

2/24/2025 RAD Security Cloud-native security platform using 
behavioral runtime verification to de-
tect cloud threats early, map software 
supply chain behavior and support 
DevSecOps, zero-trust and Kuberne-
tes security

Akamai (AKAM); .406 
Ventures; Cheyenne Part-
ners; Vertex Ventures; 
ForgePoint Capital; Gula 
Tech Adventures; Lytical 
Ventures

Series A $14.0 $16.0 

2/20/2025 Quantum 
eMotion 
(TSXV:QNC)

Quantum-secure cybersecurity plat-
form offering quantum random number 
generation, secure data transmission, 
cryptocurrency storage and entro-
py-as-a-service for secure communi-
cation

AGP Canada Investments PIPE $7.0 NA

2/12/2025 QuSecure Post-quantum cybersecurity platform 
delivering quantum-resilient encryption 
and communication, with services in 
compliance, strategy and education

Accenture Ventures; Two 
Bear Capital

Series A $28.0 $30.4 
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Select recent private placements (sorted by date of announcement)
($ in millions)

Raise 
type

Amount 
raised

Total 
amount 
raisedDate Company Business description Investors

1/30/2025 ID.me Secure identity verification platform 
offering identity proofing, group affil-
iation verification, document verifica-
tion, compliance tools and multi-factor 
authentication for public and private 
sector applications

Ares Management Debt $275.0 $662.0 

1/30/2025 Freeze Cybersecurity software focused on 
“offensive defense,” blocking threat 
actors by denying access to internal 
data, tools and infrastructure before 
attacks begin

Undisclosed Seed $2.6 $2.6 

1/14/2025 Plurilock 
Security 
(TSXV:PLUR)

Identity-centric cybersecurity solutions 
specializing in continuous authentica-
tion and AI-driven behavioral biomet-
rics to protect organizations against in-
sider threats and unauthorized access

Private PIPE $3.5 NA

1/13/2025 Cyber Crucible Behavioral cybersecurity platform for 
identity theft and ransomware preven-
tion offering root-cause analysis, API 
integration, data loss prevention and 
compatibility with zero-trust architec-
tures

Crowd-funded Crowd 
Funding

$1.2 $1.2 

Source: Capital IQ, First Analysis.
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Cybersecurity public comparables appendix*
($ in millions)

Market 
cap

Enterprise 
value

LTM 
revenue

Revenue growth
LTM 

gross 
margin

LTM 
EBITDA 
margin

Enterprise value / 

Company
2024A - 
2025E

2025E - 
2026E

Revenue EBITDA1

2025E 2026E 2025E 2026E

Check Point Software Tech. (CHKP)  $23,355.6  $20,601.6  $2,565.0 6.1% 5.6% 88.5% 36.4% 7.57x 7.16x 17.3x 17.3x

Cloudflare (NET)  33,478.5  33,085.8  $1,669.6 25.6% 26.5% 77.3% (2.2%) 15.78x 12.48x NMF NMF

CrowdStrike (CRWD)  79,723.5  76,228.6  $3,953.6 21.1% 22.0% 74.9% 2.6% 15.92x 13.05x NMF NMF

CyberArk Software (CYBR)  15,157.1  14,345.3  $1,000.7 31.5% 19.9% 79.2% (1.1%) 10.90x 9.09x 49.5x 49.5x

Fortinet (FTNT)  65,139.8  62,146.7  $5,955.8 13.7% 13.1% 80.6% 32.3% 9.18x 8.11x 26.7x 26.7x

Okta (OKTA)  15,959.3  14,422.3  $2,610.0 9.7% 9.9% 76.3% 1.0% 5.04x 4.58x 20.1x 20.1x

OneSpan (VDSI)  527.6  453.7  $243.2 2.3% 5.3% 72.4% 24.3% 1.82x 1.73x 6.1x 6.1x

Palo Alto Networks (PANW)  101,678.7  99,416.2  $8,570.5 14.5% 13.5% 73.9% 15.9% 10.13x 8.92x 32.6x 32.6x

Qualys (QLYS)  4,325.9  3,797.8  $607.6 7.2% 7.1% 81.7% 33.9% 5.83x 5.44x 14.1x 14.1x

Radware (RDWR)  843.5  597.3  $274.9 6.7% 7.3% 80.6% 2.6% 2.04x 1.90x NA NA

Rapid7 (RPD)  1,514.8  2,011.2  $844.0 2.6% 5.4% 70.3% 9.5% 2.32x 2.20x 13.2x 13.2x

SailPoint (SAIL)  8,882.9  9,808.5  $861.6 19.8% 19.6% 64.5% 5.6% 9.50x 7.95x 37.2x 37.2x

SentinelOne (S)  5,574.5  4,871.7  $821.5 23.1% 22.5% 74.3% (36.4%) 4.82x 3.93x NMF NMF

Tenable Holdings (TENB)  3,855.7  3,700.8  $900.0 8.9% 8.7% 77.8% 3.8% 3.77x 3.47x 16.0x 16.0x

Trend Micro (TSE: 4704)  8,603.9  7,174.0  $1,848.5 6.1% 6.0% 76.2% 28.3% 3.66x 3.45x 12.3x 12.3x

Varonis Systems (VRNS)  4,317.4  3,842.2  $551.0 12.7% 15.9% 83.0% (18.1%) 6.19x 5.34x NMF NMF

Zscaler (ZS)  27,025.8  25,384.7  $2,421.9 19.7% 20.2% 77.9% (2.4%) 8.76x 7.29x 34.3x 34.3x

Average  $23,527.3  $22,464.0  $2,100.0 13.6% 13.4% 77.0% 8.0% 7.25x 6.24x 23.3x 23.3x

Median  $8,882.9  $9,808.5  $1,000.7 12.7% 13.1% 77.3% 3.8% 6.19x 5.44x 18.7x 18.7x

Source: Capital IQ.

Notes: * Public comparable company data shown above is as of April 4, 2025.
(1) EBITDA multiples less than 0 and greater than 50 labeled “not meaningful” (NMF). LTM = last 12 months. EBITDA = earnings before interest, taxes, depreciation and amortization.
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